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ABSTRACT 


This thesis provides the detailed concepts and metnod- 
oiogy required to simulate the Corps Communications Module 
wi) ECLtION Of the Air-Land interdiction Model. 

The Communications Module is a closed architecture with 
rule-tased decision making, network design, threat play, and 
net congestion that closely simulates the environnent that 
URS. Army communication systems face in supporting Corps 
and selected Theater levei units in Europe. The common deci- 
sion making thread is a Communications Generalized Value 
System (CGVS) which determines current assets value kased on 
past, present, and potential usage. The CGVS provides a 
Es for quantitative and qualitative decision making that 
can te studied for cause and effect relationships Ey means 
Saudit trails. 

The Communications Module analyzes Corps communicaticns 
٠د.‎ >1 ۲65010۶1656 detail while dealiny with the prokiens of 
friendly net congestion comcounded by enemy interdiction. 
Wnen cperational, the Communications Module will jive US 
Ben ccmbunicators a realistic training ani architectural 
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A PURPOSE 


The purpose of this thesis is to develop the Blue Force 
(BF) tactical communications network modelling methodology, 
and where possible present alsorithms for use in the 
Air-Land Irterdicticn Model (ALIM) being created at the 
Naval Postgraduate School. The alyorithms, hereafter called 
the Communications  Mcdule (CM), facilitate the passage of 
information between the comtat functional area modules teing 
played in AIIM. This thesis has several objectives: 

e The development of communications modelling methodology 
appropriate for supporting the sparsely populated, 
Echelons Above  Livisicn (EAD) area. Several of the 
prominent ccmmunication subscribers in this area are 
invclved in the anterdiction battle, and the overall 
Gounmand and control of the Air Land Battle force. 

e Realistic develcpment of the communications network 
available to Blue forces, and the examination of that 
network under a variety of degradations expected cn the 
tattlelield. 

e The development of a credible value system which 
Erovides the basis for communications decision making 
539009 ٭ 16661 766 8> ء۶6‎ 

e The analysis o£ decisions that directly impact upon the 
2۰5۰٣۲٠۰٠۷۰٠ ٢٣7۰۰۰٦۹ communicate. The Decision Makers, Blue 
and Red, are analyzed for type decision made,  echelcns 
at which decisicns are made, when decisions are made, 
and where possible the value tnresholds that trigger 


alternate decisicns. 





e The development of automated, closed loop algorithms 
which can simulate the above decision making. 

The ultinate purpcse of the Communications Moduie is to 
perform research on the conduct and results of the Air-Land 
interdiction battle. Once completed, the module will be 
helpful in answering the following questions, however, 
actual answers to these guestions are well beyond the scope 
and intent cf this thesis. 

e hat factors insure availability of communicaticns 
systems in a high intensity conflict? 

e What are the weak links ln a communications plan? 

e Can the communications effectively support the inter- 
dicters in a tirely manner? 

e What communicaticns architecture works best to achieve 
Elbe Force (BF) Interdictor goals? 

e How sensitive is BF mission accomplishaent to communi- 


Cations availability fluctuatiohs? 


B. FITTING INTO THE AIRLAND RESEARCH MODEL 


Advanced technolcaies have had a monumental impact upon 
the lethal capabilities of the U.S.Army. New collection and 
fusion capabilities within the Intelligence ccmmunity 
enhance target acquisition; increased ranges and accuracy o£ 
LANCE and PERSHING grcund to ground missiles enhance target 
destructicn; vastly improved air defense missiles and target 
servicing help insure the survivability of Command, Control, 
Communication, Intelligence (C3I), and logistics. A poten- 
tial Achilles' heel, the common thread weaving each system 
to its controller and each controller to his commander, is 
communicaticns. Every bit of information that passes between 
two points passes through some form of communicaticns 
medium. Can we afford to assume that these communications 


will te available wken most needed? Most previous modelling 
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efforts have either assumed total communications  avail- 
ability or made aggregate reductions in efficiency for scıe 
arbitrary value cf reduced communications availability. The 
unu Will not ignore the Critical Communications assets 
because the model's design is a closed architecture which 
Simulates pertinent combat and combat support functional 


areas supporting the Elue interdiction effort. 


EN SCOPE 


The scope of this thesis will be limited to the 
geographical area occupied by the BF Corps from the division 
rear koundaries through the Corps Communication Zone 
CONN). Some Theater level units such as the PERSHING 
Missile Brigade and appropriate C3I facilities which havea 
direct impact upon the Soros pterugction effort are 
discussed. Army communications is in the midst of a revolu- 
tionary change from tubes to microchip technology, and an 
equally revclutionary doctrinal change. The communications 
Systems architectures discussed are those being derloyed 
today and inthe fully funded, foreseeable future according 
O the Army or Excellence Doctrine and the Integrated 


Tactical Communicaticns System (INTACS) at EAD. 
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II. OVERALL COMMUNICATIONS MODULE CONCEPT 


A. INTRCDUCTION 


The dictionary defines transparent as a property of an 
object that allows it to transmit light energy unimpeded 
throuch its mass [Ref. 1). The goal of every communicator 
is that his communications systen be transparent to the 
user. This means that information passing is accomplished 
in real time and with no loss of content. Obviously, with 
the restrictions placed upon modern battlefield ccmmunica- 
tions means, transparency is wishful thinking. Near trans- 
parency, however, may be possible with the electromagnetic 
comnunications systezs available within the Army. 

Simsly stated, the Communications Module (CM) supporting 
ALIM can be thought of as a black box; it receives informa- 
tion frem cne user and delivers that informaticn to the 
destination user after a certain period of time or delay. 
This delay is the cost of being only near transparent. The 
CM is ccrcerned not with the ccntent value of that piece of 
information to either the originator or the receiver, but 
with how transparent, fast and efficient, the user wants the 
communication to be. As is readily apparent, the asymptotic 
approach tcwards transparency has the deleterious effect of 
SS NING cost to infinity. Technological advances have 


reduced tut cannot eliminate these limitations. 


Bb. CCNCEPT 


Ccmmunications degradation is defined as the reduced 
ability of a communications System to accomplish its 
intended mission. Ir this module, degradation refers tc the 


reduced operational availability of a system that is teing 
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employed in its cortat enhancing mission. The research 
model will have the option of playin 3 communications dejra- 
dation at three levels of resolution. To the reaiist it 
would seem that communications should be played all the 
time. To the operaticns analyst, communications should be 
played, but only after the architecture or processes of the 
combat functional areas have been optimized. With this opti- 
mized prcduct it would then be reasonable to test the ccntat 
modules with communications play, thereby isolating short- 
comings to the communications systens supporting the func- 
tional ccmbat area. Ali communications systems supporting a 
particular functional combat subscriber are refered to as 
Et subscriber's Communication Interconnectivity Space. 

Level I Resoluticn assumes 100% avaiiability of comamuni- 
cations and real time transfer of information. All database 
traffic including BF traffic is loaded into the network 
Bechitecture. The  cutput of circuit traffic loads can be 
aggrecated ky link, ncde, cr arena. This method will have 
K (ct cf graphically isolating network links and nodes 
that are chcke points as a result of communication architec- 
ture planning. This method's results are not conZounded by 
environmental degradation, friendly net congestion, cr eneny 
degradation. This method also shows the parts of the network 
that have the high value distributions of transiting 
٣۶۰ Cic. 

Level II is predicated on the idea of random degradation 
of links and random delay times for those degraded links. 
These assumptions have the effect of "shaking dcwn" all 
links and nodes of the network including those links and 
nodes that are nct ccnsidered as priority targets in Soviet 
objectives. Level II allows the model to be played withcut 
having tc utilize tke Environmental Degradation, Friendly 
Net Ccngestion, or Red Force Degradation Submodules. This 


method is higher resclution because it delves more deeply 
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into the effects of randomly degrading links or  rcdes and 
how the comnunicaticns planners and commanders at all 
echelcns of communications deal with this reduced ability to 
pass information. The "dealing" is decided in the Reroute 
submodule, the ۲0 69ء‎ of information around En 
operational areas, and the Reconstitution submodule which 
allocates resources to rectify the trouble in the non- 
operational areas. This creates a more realistic set of 
operational circumstances and therefore more reasonatle 
delay times. 

Level III plays environmental degradation, friendly ret 
congestion, and most probable enemy degradation efforts. 
This level also allows the analysis of message flow with or 
without precedence levels and preempt capability. BY 
analyzing the messace vectors with their built in audit 
mails, we may determine the communication network's 
strengths and weaknesses. This method will closely emulate 
the ccmmunications okstacles that face V'Corps in the Fulda 
Bowl area. (see Table I) 

Ihe Level III Resolution consists of four rule-tased 
decision surmodules, three chance or Monte Carlo (MC) deci- 
sions kased upon protabilities, five processes with imbedded 
decision sutmodules, and three databases. Expert player 
experience is a necessity in developing these rules. Ihe 
research task focuses on the identification of the network 
attrikutes, data elements, and network algorithms reçuired 
to model the diversity of systems and environmental features 
GT the Alr-Land battle. 

Detailed analysis of the Communications Module centers 
on the traffic load presented to the network by the 7 
interdiction related functional areas. This traffic, which 
makes up avery small portion of the total communications 
load, is referred tc as the marginal traffic. Analysis of 


the marginal traffic saves on the enormous memory reguired 


17 





TABLE I 


ہے تک ص کے سے ست 


Communication Submodules 


| 
Decisions Processes Database Monte Carlo 
User to User Static Link Network *Availability 
Valuation 
*Degradation NCH op link Connunications *Circuit 
۱ Valuation Support Connect 
Requirements 
Reconstitution Cr Link. NTOSE *Acquisition 
aluat ion Destruction 
| *Reroute * Net 


Congesticn 


۶2 LINK 
Valuatıon 


* Nct included in level Cne 


m سے سے کک ,سے سے ا‎ eee سس‎ ei ہے‎ sss 


تج — 


nn zn 


| 
| 
| 


to simulate all the message traffic that would flow through 
every circuit and link. The module translates the ccmmunica- 
tions database into flow rates per busy hour emanating fron 
a particular user acrcss an arc or link. Using Stochastics, 
specifically Telephone Traffic Theory, the CM can deal with 
the datalase by storing only the flow rates. The marginal 
traffic is explicitly simulated and critical information is 
Maintained ky means cf the message vector. 

The message vector is the thread of continuity running 
between all decisions, processes, and databases. Once the 
decision has been made to play the CM, then a message vector 
must be initiated by the originating module. The originator 
(O) has a requirement to pass information to the receiver 
(R). In a real world situation, the originator often uncon- 
sciously determines how urgent tke information is. In Takle 
II the decision would lead him to select a transmission 


medium which is both available to himself and the distant 
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end, and one which will satisfy the urgency (U) of the 
information. As it flows through the CM, the message vector 
accumulates the pertinent information parameters which will 
eventually provide a detailed audit trail for each message 
and when aggregated it will be the fundamental basis fcr 
determining asset values for links, nodes, and arena. The 
time clock starts when the message is initiated. At the end 
of the CM, the messace vector outputs only the originator, 
receiver, content, classification, and elapsed time (1). 
Other parameters that are essential to the CM are the mcde 
(4D), means (MN), availabilities of primary routes (A1), and 
availabilities of seccndary routes (A2). Some parameters may 
ke vectors in themselves. Such vector parameters are the 
modes, means, and availabilities for multi link routes. 

pusu res 2.1 and 2.2 trace the flow of inficrmation 
through the CM at Level III Resolution. Essentially the User 
to User submodule, as alluded to previously, selects the 
routing ketween originator and receiver based upon the 
Network Database. The Network Database contains records on 
the actual hardware network that is initially operating, 
specific unit communications equipment (modes and means), 
and cther technical data concerning equipment capacity, 
survivakltility, speed cf transmission, etc. . In Figure 2.2, 
the ability of the selected route to pass information is 
tested probabilistically based upon route availability. 

The initial availability of the route is drawn from 
technical calculations and historical data. Availability can 
also te affected by eguipment outages and enemy electronic 
countermeasure activities. The Communications Degradation 
submcduie evaluates enemy intentions and capabilities versus 
BF ccunter-capabilities and produces a "reduced avail- 
lity" link list. Interconnected with the Degradation 
submodule is the Reccnstitution submodule. This subacdule 


examines "below availability standards" links for their 
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TABLE II 
How the Message Vector Works 


Decision Database 


Select Mode €—— Modes Available 
by MTO&E 


A AN Means Means Available 
\ by HTOSE 


eek, U, T, "MD, MN) 


Select Rout €—— Network Attributes ` ` 
Technical, Grid, Beliability 
EE n. U, TAX MD, MN, AT, A2) 


| 
| 
| 
| 


Availability Monte Cario 


ee کے سے اک‎ o A IA II A IN ہے کے مکی‎ sa. aap aman ——ama لے سس مم ہے سک‎ 


static and rotential value if the link was being used, and 
establishes a priority for repair of damages. In ctker 
words, tased upon the link's total value, the submcdule 
allocates resources tc repair damage and forecasts the time 
until the link is back up to acceptable availability 
standards. 

If the rrobability test, commonly referred to as a Monte 
Carlo technique, replies negatively, then the message vector 
goes to the Reroute submodule where another route is 
selected fcr Monte Carlo; time accumulates. The information 


on which link produced a non availability is forwarded to 


20 




















Resolution 


FAA rr ret erat 
to ve Played 


Resolutfon Two 5; Assume Rancon Degraastion 





| Resolution Three: 
Assume Res! Degradation 


| 
| 
, 
۱ Loet value of (N-1) Message | 
| | 
| 


! | Time of (N-1} Message 
OS dni 







Database 


: 


Q,.R,U,C.L,7,MD MN 


۶4 
! 
| 


cr!girator Al avatlabiliitles for primary route 
receiver A2 avafiacilitles for alternate route 
urgency (precedence) 

elansed time 

mode 
mean 


| ۰ 





Figure 2.1 Cczmunications Module Flow Diagram 


— 


Scnewhat less damaging, but just as aggravating tc the 
user, is the busy signai symbolic of net congesticn. The 
user could get a kusy signal either from an overloaded 
communications link cr from an overloaded distant end user. 
in either case, the criginatcr must hang up and dial again 
(return to the USER tc User submodule) or select an alterna- 
tive means of ccmmunicating. The decision here is based 
Non” the probability of getting a busy signal and is called 
emer Circuit Connect @cnte Carlo (CCMC). 

If tke user conrects to his distant end, the message 
transit clock is stcrped. The message vector goes to the 
Valuaticn of Operaticnal Link process, and finaily the 


eee “m “pap “ap sas ü “ss “a 


message reaches the distant end. 
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Figure 2.2 





The value determining processes are key. They keep track 
of value information which in the future will allow us to 
answer our research cuestions. The Valuation processes eval- 
uate the ccmmunicaticns assets worth at various levels of 
aggregation. 2۰۰۰ ٠٠٠٠٢ ج2‎ ۰٣٠٦٠٠: 0٣۰٠٠۰1 ۶6 ۶۶۹ ۶1۹(( ت1٤‎ 3681 to 
resolving current communication on>oroblems and plans for 
future optimal systems to support the Blue Force 
Interdiction (BFI) effort can re analyzed. 

To review briefly, this thesis develops modelling meth- 
cdology and where possible presents a candidate algorithm. 
Subnodules cf the CM are at various levels of maturation. 
Some sukmodules are very mature and in these cases a 
detailed algorithm is presented. Other submodules are far 
beyond the scope of this thesis. Areas that are of concern 
to these suimodules are highlighted and discussed in lesser 
detail with a sketchy algorithm. Under no circumstances is 
there an attempt to answer the research questions. The goal 
is to provide a vehicle which may shed light intc these 


questicn areas. 
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III. COMMUNICATION 


A. | INIRCDUCTIIOH 


A transparent communications system is one which passes 
inforration from one subscriber to another in real time with 
HsEUoss of content. Real time transfer is possible ina 
laboratory with contrclled message input and output. In the 
real world of the U.S. VO Cores, Federal Republic of 
Germany, transparency is a myth. Blue communications in the 
region face three forms of degradation. These degradaticns 
would easily thwart ccmmunications support for the interdic- 
tion fcrces if not taken into consideration in ccmmunica- 
tions rlanning. 56٦10101771 055 of functional íorms of 
degradation and how they effect communications are triefly 


discussed Lelow. 


I. O TT Degradation 


Environmental Degradation consists of two catego- 
ries, natural and hardware. “his form o£ degradation should 
not be confused with the the human induced Red and Blue 
Force Degradation discussed in later sections. 

Natural Degradation is the sum total of the effects 
c£ such occurrences as atmospheric turbulence (ionization 
and stormy weather), terrain cover (trees and buildirgs), 
background electronic interference (car ignition systems, 
Power lines, commercial TV and radio stations), ard poor 
grounding efíects (scil grades and absorption rates). 

Hardware Degradation results from a combinaticn of 
weather extremes, both hot and cold, and kumidity levels 
which act cnly effect the operating tolerance levels of 


electronic equipment but also effects their serviceable 
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lifetimes. This form of degradation also takes into consid- 
۲٣۰۰٠۰٠۰۰٠۰۹٦٦ ۱بت‎ ۳ 3 Titetime of a prece of equipment and its 
mean time between failure. | 
Environmental Degradation nay be simulated in 
Several ways. The simulaticn results, however, would be 
highly suspect due to the vast number of assumpticns that 
would be necessary. Reliability Theory can be systenat- 
ically applied to determine the Mean Time Between Failure 
(MTBF) and Mean Time Tc Repair PR) ocu ink. 
Dichotories exist between the assumption of independent and 
identically distributed Exponential random failures and the 
data that ¡is availatle from operational experience. IBE 
and MITR data is calculated by component in a laboratory. 
When MT8F and MTTR art computed, we are actually finding the 
achieved availability. This method assumes no administra- 
tive, logistic, or preventive maintenance downtine. In an 
operational field environment, however, a component failure 
within a communicaticn van does not necessarily mean a link 
Euge; in fact, the failure may not have an impact at all. 
Cperational data is available only on actual link 
nonavailatility tine. The nonavailability time may be the 
result cf atmospherics, equipment, mutual interference, 
operator headspace, power surges or a host cf other 
degrading causes. The actual reason for outage may never be 
known, and that makes the systematic application of reli- 
ability theory difficult at best. Environmental degradation 
is very difficult tc measure if we attempt to look at the 
multitude of influencing variables individually. However, 
Beams Oi historical data are available from previous 
training exercises ccnducted in the V Corps region over the 
last 40 years. This data spans all seasons and gives an 
approximate sum total effect of the environment on link 
avaliability. In Table III, for example, we can see that if 


information is routed over a microwave system that did not 


fo 
un 





require a relay between the subscribers, then the opera- 
tional availability wculd be 95%. Operational Availability 
is defined as the probability that a system or equipment 
will  cperate satisfactorily when cailed upon dE 


cperaticnal environnent. 


— r 


i 


TABLE III 


Envircnment Effects on Link Availability in Germany 


| | 
| | 
| | 
0 , 7 Attribute Average Operational | 
Availability | 
Microwave No relay 95 5 
Microwave One relay 90% | 
UHF No relay 90% 
UHE One relay 80% | 
VIF No rela: 1 
VHF One relay 90% | 
EXC Radio No relay 97 
Bye Radio One relay 70% | 
S/C RII Wire Intégration 80% 
| Ac= Crerational رر تہ‎ =(MTBM) / (HTBM+MDT) | 
= (operational hours)/ (total hours required) | 
MTEM | | 
=neän tine between maintenance (scheduled or N 
| 3 ۱ ۱ | | 
=mean maintenance downtime (includes scheduled, 
| unscheduled maintenance, administrative and | 
logistic delay ٤1٤ 
| [Ref. 4}. | 
a 


- 


It is recommended that using the available mear data 
for the gecgraphical region is the best estimate. Simply 
test ry Monte Carlo, if nonavaiiability results, then the 
actual outage time should be an exponential draw cf mean: 
(A) = (1-.95) x Z4 hours= 1.2 hours for the 8إ‎ 1:7 ۶۴٥ 
System ın Table TI. 
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RFI consists ci all attenpts to either actively or 
passively interfere with Blue Force transmission of informa- 
pon. Active interference means the use of Electronic 
Countermeasures such as jamming or destruction by fire. 
Passive interference means the mutual interference cccuring 
when Red Force (RF) Subscribers are attempting to transmit 
on the same channel as BF users. Nuclear muniticns also 
have a disastrous effect upon the frejuency spectrum, but 
are not intended solely to degrade Blue communications. In 
fact, these passive degraders cften effect Red communication 
as much or more than Blue, and are considered in Fed 
Buergdiction planning. 

Ihis thesis attempts to define the parameters neces- 
sary to determine tke impact of various Red interdiction 
efforts upon Blue ccmmunication. TeS inot an 27 derti 
analysis of all facets of Red Radio Electronic Combat (REC). 
"Most prebakle" guesses, with credible backup sources, are 
made abcut Soviet intentions and capabilities . Soviet 
ENMCctronic interdicticn and the resulting Blue degradation 
are analyzable through the use of Signal Detectior and 
Eon :ty of Hit ard Kill Theories. More study and detail 
will ke necessary to develop a detailed algorithm. The area 
of passive interference is discussed zon tier nuclear point 
of view in a somewhat deterministic manner; the problem of 
Mutual Elue/Red interference in the frequency srectrun, 


although encrmous, will not be discussed. 





3. Blue Force Net Congestion Degradation 
Blue Force Net Congestion Degradation is discernatle 
in two areas, trunk congestion and terninal congestion. 


These ccngestions result from the overloading of either 


trunk or terminal systems with messages at a point in time. 
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An understanding of the causes oí message delay is important 
Lecause system planning can usually alleviate nost 
congesticn. Congesticn is currently a resolvable prcblen 
facing the communications staff prior to the start of the 
wal. It is extrenely difficult to isolate, analyze, and 


solve once the war has begun. 


E. RED FORCE INTERDICTION DEGRADATION 


introduction 


be thesis 1< Dot intended to be a‏ بت .س3 
fully developed, mature submodule because the subject matter‏ 
is highly complex and can be a thesis topic in itself. The‏ 
section is critical to the credible development of the BF‏ 
communicaticns availakility. Major points of interest are‏ 
discussed and a sketchy algorithm jis presented in lieu of‏ 
just igncring a vital player in the Communications Module.‏ 
Further analysis of this area is mandatory. Inherent in the‏ 
alysis of RFI are the explicit tasks of:‏ 

te terznining the “Soviet strategic, and tactical priori- 
ties relative tc the BF communications. 

e Analyzing Soviet intentions based upon their scientific 
approach towards BF communication in a war scenaric. 

e Discussing both input and output parameters and how 
they would satisfy the demands of other submodules of 
the ccmmunicaticn module. 

e Developing a relatively sinple algorithm which 
considers the pertinent areas of RF interdiction and 
۲۱۰۶ی‎ ٠ط‎ 713 ٦۰٦۰٠٦6 607+2 5 interdiction. (Note: 
actual capabilities are highly classified and should be 
handled as parametric inputs to submodule. They are not 


discussed here.) 


Ze 





The first task is to determine RF Strategic and 


Fu r cal priorities that relate to BF communications. A 
noted Scottish scholar on RusSian affairs, JD. Porc las 
states: 


To و‎ Soviet boai taught that war is the l oD 
uu mrolitics. Capit talism.. . should be eliminated Ly the 
revclutionary struggle.. . under the conditiors of 
eaceful co-existerce. The Soviet must be prepared for 
he "arg zie would like to prevent, particuiarly, nuclear 
war. e 


Prevent is the key here. The Soviet Union emphasizes that it 
must have such overwkelaing superiority, that no realistic 
government would ever challenge their right to survive. To 
the Soviet, "Prevention" means seizing the initiative and 
pre-empting in order to disrupt the enemy's surprise attack. 
Should the world destabilize to the point that the Soviets 
feel war is necessary to attain their ultimate goal, then 
war it will be to its victorious end. 

In his book, Easic Principies of Operational Art and 
Berıcs, Colonel D. Savkin, a noted Soviet author and Army 
CEL, states that nuclear weapons will be used with 
suddeness and in mass throughout the BF deployment. The 
objective is to destrcy armored groups, major command posts, 
9< Icns of lines or communication, and critical rear area 
Semectives particularly the BF Wiucleac, air defense, 
command, control, and communications facilities. (Ref. 5 pp 
== 191) 

Narrowing the scope of this operational strategy to 
the BF Corps, and using Soviet intonrations as found in open 
literature, the follcwing list (see Table IV) of targeting 
priorities emerge as sequential events during the early days 
Ber the next war. If these targets are not destroyed 


immediately, the RF will continue to execute the zricrity 
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list. Even partial success insures a greatiy diminisned BF 


capability to resist for more than a few days. 


E — 


TABLE IV 
Red Porce Tactical Objective Priority List 


Time Sequence Objective ۶21 ٦7 
cf Execution 


Disrupt C2 oř air defense | 
Destroy Patrict/Hawk Batteries 
3 6و‎ 77۰  - lity 
26بت ۲(0 3ھ‎ 0062 
er le units 
Destroy or capture 
nuclear units کک‎ 
Neutralize C3I facilities 
Destroy juncticns of. 
lines or conmunications 
Reserves especially armor 
and artillery 


-J Ow! 1 t Nos 
<= CU! WN) SS FEU 
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| 
x 
x 
| 
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The Soviets feel that these tactical objectives 
within tke EF Corps can be attained at least cost ky means 
of a pre-emptory sass nuclear strike followed by deep 
airbcrre and armored thrusts into the BF Corps and Division 
Rear Areas of operation. Their success or failure in 
attainirg these cbjectives early means winning or losing the 
wal. If successful, ehen Br political capitülation is 
expected. (Ref. 6] 


pc Sovietententions to Interdict BF Communications 


Se oo ES ES e < s = > m qam s x m s mp < “4 m “mu mm a as CHE < ee Ss 


The second inherent task is to analyze Soviet inten- 
tions, based on their scientific approach, towards BF commu- 
nications in a combat scenario. The scientific approach to 


solving rilitary problems is ingraired into the Soviet staff 
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officer's training very early in his career. This scien- 
MEC aperoach, aS it applies to our Corps battle, covers 
the areas of operaticns research, particularly cybernetics, 


modelling, and network theory. 
a. Operations Research and System Analysis (CRSA) 


The Soviets are heavily involved ir the use of 
CRSA techniques such as combat modelling and network theory. 
Extensive operational and predictive modelling is used to 
determine reasonable probability estimates of carrying cut 
RF strategy given enemy capability and willpower. Network 
theory is used to plan information, logistics, and troop 
urit ficw patterns that optimally fulfill operational 
ME rements. Extensive unclassified literature concerning 
BF communications systems is available to Soviet planners. 
It is reasonable to believe that the Soviets could model BF 
communicaticns systems. Using Network theory, they could 
med critical links and choke points. These critical links, 
if destrcyed, would severely hamper BF capabilities. 

In Figure 3.1, the BF Common User Communicaticns 
Netwcrk cverlayed ona portion of the EAD Communications 
Zone is depicted. If Soviet Intelligence is able to find or 
predict where critical BF control points and units are 
located then a simple network analysis will tell them where 
to lcck for certain "signature" types of communication 
equipment and where to maximize the effects of interrupting 


BF cosmunication with commando or air interdiction units. 
E. Cybernetics 


Fundamental to Soviet strategy is the relief 
that successful combat operations depend mainly on the flex- 
ibility and efficiency of the automated Troop Centrol 
System. To expedite the solutions of problems that might be 


encountered in preparing combat activities, they feel it is 
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Figure 3.1 BF Comaon User Communications Network 
necessary tc formulate computer algorithns. Computers are 


currently being planned for or used to encode and decode 
information, to evaluate effectiveness of combat methods, 
and to sclve target ailocation problems. They are also used 
to fuse data necessary for command in decision making, to 
process data related to logistics and movement, and to make 
calculaticns related to combat readiness, specifically 
correlaticn of force determination [Ref. 7]. 

The Soviet considers communications as one of 
the most valuable and vulnerable portions of automated 


command and control systems. It General Titov states : 


did 
N) 





Communications is the basic means to ensure  trcorp 
L ro]. Loss Of Communications 1S the loss, oi troop 
Sontrol and Cue IOS Orme rtrOoop Control in Eattl 
invariably leads to defeat. (Ref. 
Lt. General Titcv 
Voyenny Vestnik #7,1371 


REC Doctrine establishes a Zn Eo lal at crit- 

meal time Army - Air Force Cz and ورک‎ Syster commu- 

ZU ERN when they cannot te destroyed by fire power. 
ef. 


The critical command and control assets within 
the BF Corps that the Soviets deen thelr highest pricrities 
and the Soviet attack time sequence are iisted in Table V. 
Attack sequence is fcr RF air interdiction purposes. It is 
safe to assume that Unconventional Warfare units already in 
BF rear areas would attack all areas simultaneous to create 
mass confusion and detract from effective air defense 


capabilities. 


4. Details of a Fotential RF Interdiction Module (REIN) 





Design ci this module is obviously a thesis in 
itself, and will reguire a much more detailed excursion into 


the Scviet mindset for planning and executing Intelligence 


gathering efforts than is presented here. This subsection 
Buesrts to pinpeint the crucial "who, what, where, and 
when" related to RF decisions that affect Blue 


communications!. 
The outlined RFIM, seen in Figure 3.2, examines the 


RF interdiction priorities and capabilities and selectively 


reduces the availability of certain BF links. The reduced 
Ewerlability links are  parametrically input into the 

lFor more detailed information about intelligence 
collecticn and fusicn see Gandy, Intelligence Collection 
Management „Thesis Naval Postgraduate School, Mcntetey, 
Eg3UYICILl123, June, í š 
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——————————————— ———À 
| TABLE V 


Red Force C2 Targeting Priority List 


| 
| 
| | 
| Attack Sequence Targeting List Priority | 
1 Automated Air Defense C2 . 2 | 
| system Aun ا‎ & Communications | 
2 Automated Fire Planning/ 1 | 
Resource allocation for 
nuclear capable units 6 
>0 5880013723579 ب۳8‎ 
3 Semi-autcmated intelligence 
| collection and fusion by ASAS 
All Source Analysis Systen | 
~ MEUS lc یی‎ ۰ ٢635 Supporting + 
nüclear units and 
rovenent cf special, 
| ammunition & communications, | 
| and reserves. | 


E 3] 


Communicaticn Network database where updating of link status 
takes place. The RFIM list also goes to the Reconstitution 

Ihe Soviets intend to inflict  grievous destruction 
upon C3 systems using Unconventional Warfare and Radio 
Tonic Combat pricr to and during all phases of the next 
war. The Soviets define these terms as follows: 


a. Unconventional Warfare (UN) 


The UW forces conduct reconnaissance, espionage, 
sabotage, assassinaticn, and interdiction of lines of connmu- 
nications. UW is designed to weaken military capabilities 
ExECOrcet ccuntry and Support follow on conventional rili- 
tary operations. Tre Soviets have several hundred thousand 


people directly involved in this erfort. [Ref. 2] 
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Braure 3.2 Outline of Red Force Interdiction Module 
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enka dio Electroric Condat (REC) 


The purpcse of REC is to limit, delay, or 
nullify the enemy's use of his command and control systers, 
while rrctecting Soviet systems DY pol ction Counter- 
countermeasures. The aim of REC is to disrupt the enemy's 
critical tire phasing to the extent that perishable infcrma- 
tion (on which decisicns and orders are based) is oksolete. 


ire 3.3 gives a RF planning cycle for REC. [ Ref. 3] 
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A typical Radio Electronic Combat  scenaric ray 
go scmething like this. A must assumption is that RF gcals, 
cbjectives, and priorities are satisfied by attacking the BF 
air defense (AD) C3 facilities at Corps Level. The Scviet 
planners would set out to develop a plan to allocate intel- 
ligence gathering assets and then destructive assets to 
degrade the Hawk/Patriot missile systems' C3. Map reconnais- 
sance, huzan intelligence, electronic intelligence and 
signal intelligence are used to establish location cf AD 
targets. Ccmmunicaticns emitters are more difficult to find 
mime radars. If radar is found, then communication emitters 
must be nearby. AL communication emitters are easy to 
interdict if a lecaticn and approximate £requency is kncwn. 

If and when a target is found, it is jauned, 


deceived, or destroyed. BF communications in the AD arena 





are jam resistant. They have low susceptibility tc ground 
Erection finding. They are secure to prevent decegticn. 
They are highly redundant both in eguipment and in transnis- 
Pon path to prevent catastrophic loss of information. 
Since standoff jamming and deception efforts would rotarly 
te less than successful, the RF planners devise a plan to 
attack AD with unconventional warfare teams and ground 
attack aircraft. 

At a planned point in tine (usually at the start 
of hostilities) unconventional warfare teams, already behind 
Dues, attempt to jam AD "Air Battle Control" nets. EW 
Euumred aircraft attempt to Elind the radars. Ground attack 
aircraft then attack isolated AD targets. 

BF communications controllers assess ccmmunica- 
tions degradation and allocate backup nets and equirfment to 
cvercome degradation cr non-available links both in the real 
world and in the model. 

If we examine each process within the degraca- 
ئ٢‎ ٣3 ءمہ()۶‎ we Can see Many explicit and implicit deci-_ 
sions that must be mcdelled on both sides. Table VI lists a 
few of the decisions made over the course of planning and 
executing the war from the Soviet point of view and then the 


countering decisions from the BF point of view. 
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Figure 3.4 depicts the BF Corps Area under UW 
mea REC attack. The shaded zones near tne line cf ccrtact 
(FEBA) depict the best military judgement probabilities of 
radio-electronic intercept, direction finding (DF), and 
jamming usage. The scfter underbelly areas in the Division 
and Corps rear areas depict the employment of GRU, SEEZNEIS, 
and airkorne ccmmandoes whose Specific mission is to 
maximize disruption in the rear area, seize or destroy 
nuclear ammo and delivery systems, destroy air defense 
systems and associated command, control, and communicaticns 
facilities. The ability to penetrate forward defenses is not 
an issue, hcwever, assuming penetration, the probability of 
mission success is an issue. Mission success depends upon 
commando search and detection capability and the ability of 
the BF electronic counter-counter measures to rask EM 


emissions and exploit anti-jam techniques. 
c. The Nuclear Question 


A mass nuclear attack upon key installations in 
the Ccrps and Divisicn Rear Areas would temporarily Elind 
all but the most hardened of communications systems asa 
result of the Electrc-Magnetic Pulse (EMP). The ability of 
communicaticn links to be restored depends upon classified 
technical ¡arameters or each systeı, the distance fron 
ground zero, and the atmospheric conditions. (The character- 
istics can be input as parameters and obtained ty  tarle 
lookup for the module.) A nuclear air burst at 50 KM height 
EX knock cut communications in an entire theater for a 
period cf time. It is pointed out that this would effect 
both EF and RF ccamunications and would most 107۳6٦260 at 
the beginning of the war. ح79۸3‎ ۲36 ۲16 3310372765 the effec- 
tiveness of the side that has done the best planning ani 
needs nothing more than non-eiectronic signals toe execute 


plans. In the module, nuciear attack parameters can be 
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Figure 3.4 RF ECM Interdiction Zones 


handled the,same as any other attack except that the rrob- 
ہچ رر کہ‎ of reduced availability for most links would Le near 
one. Arter a period of time, 19۰ 6تت‎ 76 availability 
levels dependent upon their distance from the burst. Quickly 
follcwing this mass strike are armored assaults and airtorne 
Memertions. After this, the most likely interdicticn are by 
ECM trained commandces and manned or unmanned jarmers 


remotely emplaced in the rear area. 
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C. BLUE FORCE NETWORR CONGESTION AND DEGRADATION 


D Introduction 


Ihe purpose cf this section is to determine the 


 -— amam Se we in m 


tecture. This submcdule has been developed in detail and 
has reacked the "stand alone" level of maturity as far as 
the algorithm is concerned. 

Thrcughout this section, analysis will be made of 
the multichannel systems and terminal ejuipment suppcrting a 
Tactical Ccumand Post (see Figure 3.5) to determine the 


cause and effects of trunk congestion and terminal equirnent 


congesticn. Trunk congestion refers to the overlcading of 
circuits that flow over the links between nodes. The busy 


Signal cne receives after dialing only the area code or 
prefix of a telephone number is called a trunk busy signal 
and is ar example of trunx congestion. On the other hand, 
terminal congestion is caused by having too few telephncne 
instruments available to meet a given trunk demand and is 
indicated by a busy signal received after dialing all the 
Dımberse including the last four. The hardware layout 
depicted in Figure 3.5 is similar for all communications 
architecture variations. Analogous situations occur in the 
use of single channel net radios. The busy signal here is 
not a nagging phone kusy tone, but the operator is keenly 
aware that someone is transmitting; his net is busy because 
his radic receiver is "seized" by the current user and he 
Cannot transmit effectively. He must wait for his frequency 
to clear to transmit, just as the telephone subscriter must 


meme £CL a circuit tc become free. 


2A تم‎ gocd measure of effectiveness of a service is 
ided by the PEDE ط5‎ 3٣۲٣۰۰04۶۶173100 customer will 
te given immediate service. 2501 ٣۰۰۰ ھ۲۹‎ ٣٥٦٢۰٠٦٤ 15 called 
تو‎ ۶.50091117٥ the delay probability. 


Lodi did “mama; O sma سسجت‎ ëE rg cmm = EO ss 
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Figure 3.5 Tactical Command Post Layout 


This portion of the module (see Figure 2.1) reguires 
a communications requirements database to be loaded into the 


petwork architecture to provide the "all other" traffic 


fee the Blue Interäiction Force communications must 
compete with for electronic paths. The only database 
currently avallable is the Communications 8 CE 


Requirements (COMSR) Latabase. 

The COMSR Database is a file of communications need- 
lines owned by the US Army Signal School, Ft. Gordon, 
Georgia, and stored at the Data Processing Field Office, 
Fort Leavenworth, Kansas. The database was originally Luilt 
using the Delphi techniques at the TRADOC Branch Schcols, 
but has fallen intc a state of disrepair and disfavor 
kecause it has not been updated and revalidated in recent 
yeals. However, CCMSR possesses tne only past validated 
communicaticns needlines and data elements in the Army. Near 


term requirements call for revamping and updating of the 


43 





original CCHMSR, prokably using the data elements and proce- 
dures developed during the Eattlefield Communications keview 
cn Data Distribution.3 (see Table VIII) The new database 
will te updated using Delphi technigues. Sanmpliricatiens 
and a reduced number of data elements will hcpefully 
encourage the Branch Schoois to regularly update their 
communicaticns needlines in order to keep the database 
viable. The data elements discussed below are the most prob- 
able and closely resemble the data elements that are 
discussed in the Message Vector section. The Communicaticns 
Module crly needs the approximate load over each circuit to 
give a good "ball park" estimate of the probability of 
blockinc and the average delay tine. 

Cnce the entire COMSR, to include voice, record 
traffic, and data mcdes is updated a valuable datakase for 
۰ will exist. Nctice elements six and seven, these 
elements depict a type of price tag or value for each 
message. The values are actually determined by the TRADOC 
Franch School in conjuction with the Combined Arms Center on 


a message by message comparative basis.^ 


Minis TT GS 13, USASIGS, Flt. Gordon, Ga. , 
Teleccn Z8 March 84, with author. 


*For more 37 03. Cen see CGVS Dynamic Value 
Frermanatıcn for potential usage. 
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Tatle IX depicts the CCMSR Bubble Sort program for a 
mical Tactical Command Post. It is the responsibility or 
the Rcuting Submodule to initially select the routes over 
Euch all COMSR traffic flows. For instance, the heavy 
voice and data load between the Tac CP and Main (see 
Appendix D) will Le routed primarily via the multichannel 


LOS VHF system connecting the two nodes. 


| 
| 
-] 


— — 


TABLE IX 
COMSR Needlines: Tac CP to Other Users 


| 
l 
| 
| ACS ADA Bn CORPS ATTCR CEWL an 6060 5 
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| L 
| DIV MAIN DIVARTY 
| | ۱ TACTICAL CP 

Reinforcing S ENG CO 
x DIV MAIN 
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Ihe COMSR database has files which give the rara- 
ie details of all traffic passing through, between, or 
within nodes and subscribers, respectively. These parareters 
are necessary to Mateo with the Routing Submcdule 


parameters. A few file definitions are in order: 


Typical Unit Number (IUN) File: A file used in 
eonsunction with a CCMSR datakase. Bee sorımary runcticn is 
to prcvided a convenient index for all unique, Table of 


meanization, and Equipment (TCEE) specific units. 
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Unit File: A lle used in conjunc-‏ 116 6ت 5ت ۶6 ۶ئ 
Donc with the COMSR database which organizes the units‏ 
contained in a database into a desired force structure.‏ 

IMEC ٣76٦٥۱5۶۸" ۶1 16 ئ:‎ A Communications reaquirenent 
(tile) to pass information between two or more individuals, 
assigned to different TOE units, and not in immediate prox- 
imity to each other which must be satisfied to accomplish 
asSigned mission. 

Intra unit CCMSR File: A communications reguirement 
(file) tc transfer between two individuals, assigned to the 
same TOE unit, and not in the immediate proximity to each 
otner, which must be satisfied to accomplish assigned 
Functions. (Ref. 191 


The Database is loaded into the Routing Sukmodule. 
The Recuting Submcdule then provides: 

1. Ccmmunications traffic requirements between signal 
centers (nodes) 22٤73۶۲260 123۰ 

2. Traffic summaries along links between nodes after 
Epoutings 

EE Tecal and long distance distribution of communica- 
tions traffic. 

Cnce the traffic has been routed, arrival rates and 
service rates during the worst case "busy" hour can be 
determined for each circuit. The parameters needed to deter- 
nine blocking probatility and expected delay time are the 
arrival rate, service rate, type queue service, and, if more 
than cne communicaticn node is involved, a list of secuen- 
tial queues (nodal switchbdoards). Given the blocking prob- 
ty for the BFI traffic that is being explicitly 
nodelled, Monte Carlc methods can determine if the message 
E] re rlccked. If the message is blocked, then add the 


delay time to the message vectors elapsed time clcck 
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parameter. The message vector is then forwarded to the next 
queue wtere IP k gS 7 ب۶‎ 73771 1130۰77" and delay time are 
determined. 

Incidently, the Arny currently owns SIMCE or 
Simulator model designed to Simulate military communications 
architecture using CCMSR. However, SIMCE requires manually 
inputting ali routing proceduresS for each message, is 
inflexible to changes in network design, and has not been 


used successfully in ten years. 
4. Analytics 


Restated in mcre familiar terns, the critical ques- 


tions that need to be addressed by this submodule are: 


1. What is the probability that a communicaticns user 
will find all channels kusy? 
2. What is the averaye delay time experienced if user 
finds ail channels busy? 
A major premise of this thesis is that it is futile to 
attempt to explicitly and exactly simulate communicaticns 
flow through the Arry Tactical Communications System with 
its three generations of electronic componentry and the 
equally variable future communications architecture as 
descrited by the Integrated Tacticai  Communicatiors System 
1976 ,1979, 1981, 1984, and future revisions. By examining 
the processes of the communication traffic, we can apply 
Telephone Traffic Thecry (IIT) in order to obtain an aprrox- 
inate answer to our guestions at a great savings of manpower 
and ccmputer processing time. If the coumunicatior module is 
Eu t in this manrer, then it will be possible to 


parametrically input whatever technleal specifications, 


“Tiscussion of a simpler, more responsive routing rroce- 
dure is rresented later in the Routing section under Minimum 
Spanning Tree. 
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equipments, or architectures that are being analyzed by 


Simply varying the channel capacity, routing, speed of 
transmission, load Me tes, that effect the arrival 8 
service rates. Petr Beckmann, a noted TIT specialist, 
feels: | 


Mie facilities needed to realize a telephone conversa- 
tion between two subscribers of a networx are exceed- 
74+۰۰۶ conr lex. One of the pleasant aspects of Telephone 
۶۰۹ ٣31٤ Beory is the fact that one need not excessivel 

٥ 7 تا‎ f with these E lexities in detail. (Mos 

Sewipment)...functicon and etails of operation are 
meGelevant to traffic s [Ref. 10] 


Messages are assumed to nave Poisson arrival and 
Exponential service times. These assumptions are validated 
ir numercus studies cf telephone traffic data and dc not 
present a controversial issue to communications experts. 

In a communications network every nodal switchboard 
acts as a separate queue. The traffic flowing thrcugh the 
links stops at each ensuing switchboard (even if for only a 
micro second). 70۰۲37 ۰3 O MA dea tae G3 picks ur his 
phone, he may or may not receive a dial tone from the switch 
at the TAC CP. The Switchboard represents a type cf queue 
calied a terminal queue. Assuming he gets a dial tcne, he 
dials his first four prefix numbers. He may or may not 
receive a kusy signal from the Command Node switchkcard. 
This switch represents a queuing process called a network 
trunk queue. This pIccess goes on for as many switchbcards 
Hore transitted.  CIlviously, tne more nodal switchboards 
transitted, the higher the protability of being blocked, and 
the lcnger the expected delay time. DhrSmorosesse1s rntui- 
tively appealing, especially to readers who have used the 


Autovcn system. 
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There are two basic types or switching service 
Bierlities as shown in Figure 3.6 . In both, subscriters are 
assumed to call at random times and thus occupy cne of the 
availabie service charnels. If the call arrives at a tine 
when all the lines are busy, the subsequent treatment 
depends cn the type cf service system for that circuit. T 
these calls are turned away (e.g. a busy signal) the system 
is called a loss system because it loses all memory o£ calls 
arriving at times wken all the channels (see Figure 3.6 A) 
are busy. Cn the other hand, calls arriving when all the 
channels are busy may form a queue and wait until service 
becomes available upcn successful completion of service in 
tne channels. This cccurs for telephone devices that hold 
tiocked calls. Such systems are called delay systers. TÉ 
the number of customers in a holding „ueue is limited (e.g. 
based ujon storage capacity cr number of automatic rercut 
tries), the result is called a combined loss and delay 
systen. 

The behavior of any yueuing service systeı is 
Sta ved from the utilizatien factor or traffic intensity 
(denoted OD), which is the call rate E a divided by 
the service rate (denoted [/]). The load, a basic ccncert of 
meat tic, is the preduct cf the call rate and the mean 
holding time. Although the load is obviously a dimensicn- 
less quantity, the lcad is measured in units called ERLANGS. 
For example, a certain type of telephone line that handles 
50 calls per hour with a mean duration cf 3 minutes (1/29 of 
an hour), has an equipment load of 50x(1/20)= (O) =2.5 


Erlandgs. ® 


6 One of the. classic results in the study of telerhcne 
traffic is the formula for delay given by Danish engineer 
Enc rrlang in 1917. This is for a random call input toa 
fully accessible simple trunk group with the holding time 
exponential and calls served in the order of arrival. 
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Figure 3.6 Type Service Facilities 


TABLE X 
Service Available to Subscribers 


icss systems Delay Systems 
Routine Calls over S/C Higher Precedence Calls 
Net radic over S/C Net Radio 
Routine Telephone Calls Higher Precedence Calls 
Over Common User System over Common User Syster 
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Dre EN cEKscengestion ı5 a critical part o£ the 
level III high resolution nethodology. In this submcdule we 
learn just how grievously the environmental degradation, 
ED, interdiction, and friendly communication loads effect 


the message transit times. 
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Figure 3.7 Network Congestion Algorithm 


As seen in Figure 2.2, the non-operational links 
resulting ¿rom either environmental degradation cr enemy 
interdicticn are input into a  Non-Cperational Record in the 


Network Database. If enemy interdiction causes catastrcphic 


communicaticn degradation within an area then the 





Cperational Network hecord is updated. A massive change to 
the Creraticnal Network would trigger a need for a com;zlete 
review of how the Routing  Submodule loads the network (i.e. 
a complete run of the ROUTE Sukmodule again). If minor non- 
availabilities occur, then the Reroute Process infcrms the 
Non-Operational record. This results in the message tran- 
sitting the first alternate route, which is already stored 
in the message  vectcr. The Reroute Submodule then informs 
the Lcaded Network Record and the arrival rates of the dcwn 
link are added to the alternate routes using the same 
decomposition technique that is discussed later in Figure 
ES. 

The arrival and the service rates can be maintained 
as either aggregate cr as individual rates by precedence. As 
seen in Figure 3.7, if we desire a lower level of resclution 
(aggregated across precedence leveis) then the link's aggre- 
gate arrival and service rate is used and Blocking prob” 
ability is determined by the Eriang B (Loss Service) 
algorithm or by Erlang C (Held Service) algorithm. Delay 
times would then be computed. Lower levels of resolution 
would be helpful in analyzing architectural ^*"rlanseng 
rroblens. 

it a higher resolution is required then the 
Recursive equaticns (see Table XIII) would be used with the 
arrival and service rates by precedence being forwarded from 
the Lcad«ed Network Record. Both the lower and higher reso- 
Eu cn procedures output a probability of delay and an 
expected delay time. This information becomes parameters of 
the message vectcr. Higher levels of resolution are helpful 
in analyzing individual message audit trails and systen 


values Ey precedence. 





a. Simulating Loss Service Facilities in Army 
switches 
Our G3 (see Figure 3.5) has selected the voice 


telephone means of ccmmunicating with a Brigade S3 fora 
Boutine call. This action puts him into the circuit switch 
system which utilizes the Loss service discipline. In the 
case of telephone calls, the customer arrivals are given as 
call initiations; the service channels are the availacle 
Meecults, and the service times are the holding or call 
duration times. No queues as such exist since Army circuit 


Switching facilities have no provisions for holding calls 


that cannot be immediately connected. These calls are 
cleared in cne of twc ways: they are either rejected by a 
busy signal, cr returned to the previous switch for 
rerouting. Inell rr case The ¡calls are lost to the 


facility being negotiated [ Ref. 10]. 

ine TIT, the ERLANG B formula gives the prob- 
ability that k cut cz c parallel! service channels are busy 
Even the  utilizaticn factor or offered load. The prob- 
Berry that all c channels are busy and that, therefore, an 
offered call will be lost is seen in Equation 3.1 . A short 


Fortran program for determining this is given in Table XI. 


pe C=#S8USY CHANNELS 


p cilc = (3.1) 
Ki 9 ٣٠۱۹ CHANNELS 
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TABLE XI 


Determination of Erlang B Values 


C TAPE 5 = INPUT, TAPE ŝ = QUTPUT MMAX = LMAX/LSTEP 
REAL LOAD, LMIN, LMAX, LSTEP MMIN = LMIN/LSTEP 
INTEGER C, CMIN, CMAX. CSTEP DO 60 M2 MMIN, MMAX 
DIMENSION FCTRL(insert CMAX or greater) AM = M 
READ (5, 10) LMIN, LMAX,LSTEP,CMIN,CMAX,CSTEP _LGAD = AM*LSTEP 

10 FORMAT( ) جح‎ D 

um D 2. E AX TERM = (LGAD**K)/FCTRL(K) 
RJ = J 40 SUM = SUM + TERM 


45 PL = TERM/SUM 


PRIFEIL — 1) 
20 FCTRL(J) = RJ*FCT WRITE(6, 50) LGAD, PL 


DG 60 C = CMIN, CMAX, CSTEP 


m—— — — Acs gts EE ہے‎ i armen ti ar 590 IU, rina 


ee ee gs A سے سود سیک می‎ eee 


WRITE (6, 30) C o .وت‎ 
30 FORMAT(include desired headings here) p 
STOP 
END 
Jol  Simulatino “Held Service Facilities in Army 


Switches 


Our G3 has selected the computer terminal to 
send electronic message traffic to the Brigade S3. This 
action puts him inte the Store and Forward Message Switch 
System that utilizes Flocked Calls Held service discipline. 

The calls that do not find an idle facility are 
blocked, but are held and delayed in order to be connected 
when a path becomes available. In the sinplest case, calls 
are held ky a human telerchcne operator or a nemory device. 
The switch holds the originator's line or promises to call 
tack when a free line is available. The subscriber who, on 
being biccked by an automatic facility, redials his call at 
frequent intervals until his call is connected, in effect, 


also jcins a queue cf subscribers waiting for Held service 


Un 
in 





[Ref. 101. The G3 uses a type of Held service if ke chain 
Emus until he gets an available circuit. Chain dialling is 
a reasonable assumption especially if the call is cf a 
higher level of urgency (as all marginal traffic  wili be) 
and the message must get through to the distant end. 

For telephone, data, or teletype traffic, the 
service held queue can be described by the Erlang C formula. 
For large numbers of calls the probability of biocking is 
equal to the probability of delay, in cther words the prob- 
ability that all channels are busy equals the ratio of 
delayed to offered calls in Equation 3.2. A short Fortran 


F ram for finding Erlang C Values is in Table XII. 


P - aE 
DELAY D de l- Lo 


C= ¥#BUSY CHANNELS K=#TOTAL CHANNELS 


(3.2) 


If we are looking for a way to find the delay 
times for each precedence level we may use the fcllcwing 


۰۰۱06۲ 
7. High Rescluticn Candidate 
a. Precedence Level, Preemptive resume Queue 


7۰-۲7609037 priority structure into a message 
set influences the expected value of the time that each 
precedence group spends in the queue. ٦5٦03-217617" 1625 
clear that a priority system would allow higher precedence 
messages to pass faster than a non-priority discipline and 
conversely lower precedence messages pass slower than in a 


EEn-rriority system. (See Figure 3.8). 
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TABLE XII 
Determination of Erlang C Values 


LINES 1-40 FROM TABLE XL 


40 DIMENSION Flinsert C2 or greater) 150 LET S =1 
SH READ L1. L2, L3, Cl, C2. C3 160 FOR K =1 TQ C 


60 LET F(1) = 1 170 LET T = L? K/F(K) 
70 FØR J=2 TO C2 180 LET S = S + T 
80 LET F(J) = J*F(J — 1) 190 NEXT K 


90 NEXT J 200 LETE > LICALT(CF U/C + PFIGD*C -L/C)*S) 
WOOER OR C =C1 TO C2 STEP C3 210 PRIST LP 

PPO PIIST SC =° C 2U SEAL L 

٦۰۲۰٠۷٠٦٣ LOAD", *BLOCK.PROB.* 230 NEXT C 


130 FOR L 2 L1 TO L2 STEP L3 230 DATA (inscrt values needed in line 50) 
140 IF L> C THEN 230 250 END 
RC=C 
IF(LGAD.GT.RC) GG TQ 60 
and replace statement 45 and the next by 
45 PD= (LOAD**C) (LOAD* (ICE DZRC-FCTRL(GO*(CL.- LOAD/RC)*S) 
WRITE(6; 50) LOAD, PD 
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k. Required Cperational Assuaptions 


The use cf Telephone Traffic Theory seems to be 
deal arrcoach fcr analyzing the complexities of deter” 
Mining delay times in tactical communications systems. 
Several assumpticns are required in order to use queue anal- 
ysis techniques. One assumption is that ifa subscriter 
receives a busy signal, then he wiil hang up and continue to 
redial until connected to his distant end. This assumption 
allows the queue discipline to be one of "blocked calls 
جو وک‎ instead of "blocked calis lost". This ster is 
justified by the studies of J. Riordan and R. Wilkerson 
which resulted in nurerous publications in the Bell System 
Technical Journal. Ihe nost significant is an articie by 
Riordan in which he contrasts the Erlang C queue with random 
service queue. In determining delay times for random crder 


of service, the article reports that the mean delay time is 
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[Ref. 11 p80] 


Figure 3.8 Friority vs. Non-Priority Queues 


approximately the sare as for an ordered FIFO discipline. 
This is remarkatle and convenient since the E(delay time) 
for ranrdcm crder of service is not "closed form " solvatle 
but FIFO service is sclvable [Ref. 8] and [Ref. 9]. Petr 


Beckmann states that: 


Randcm order of service in telephone traffic occurs when 
subscribers hold their own calls by constantly proling a 
busy facility (outside lines serving their extensions, 
an éngaged number long distance trunks, etc.). Ihe 
Subscriber whose attempt eemes RODSt 3uSt after a line 
has become available iS so favored oniy 2 chance. More 
inrpcrtant, modern telephone eyuipaent includes switching 
systems wnere contrcl equipment ror setting up patnas is 


Se 





Euren to several Switching devices; and this ccntrol 
Pg handles dela ye cad Ts in random crder. 
ef. 


Another important assumption concerns the inde- 
pendence of interarrival times and message lengths at 
queues. A recognized difficulty arises whenever networks c£ 
(tandem) queues are analyzed. This difficulty rests with the 
assignment of a delay to each message. This assignment gives 
rise tc a dependency Letween the interarrival times and the 
lengths cf adjacent ressages as they flow from one queue to 
the next queue. One can attempt to satisfy this difficulty 
by refering back to the original G3 message generator 
discussed previously (see Figure 3.5). His messages are 
assumed to pe  Foisscn arrivals even though his message 
interarrival times and lengths are indeed dependent. The 
Poisson assumption is valid because the collective interar- 
rival times and length of messages generated by tne entire 
populaticn of subscribers exhibited an independence, i.e. 
the message lengths generated by the G3 at Corps are 
completely independent of the arrival times of messages 
generated by the Gi at Division or the S2 at the ADA 
Battalion, etc.. 

Carrying this reasoning forward to analyzing the 
internal, nodal queue to ncdal queue network, one can also 
Make this independence assumption. There are from 12 to 96 
channels transmitting or receiving messages from one node. 
ES multiplicity of circuits in and out of each node consid- 
erably reduces the dependency between interarrival times and 
message length of tke consecutive messages as they enter 
subsequent gueues within the network. [Ref. 11] 

Leonard Kleinrock, a noted TTT theorists, states 


the Independence Assuıption as follows: 


Each time a message is received at a node, a new lencth 
"y" is chosen fcr this message from the Following 
PpeOradbitity density Function in Equation 3.3. 
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-À V (Eo) 
P(p)= en 


A= ARRIVAL RATE 


iets Clear that this assumption does not correspond to 
pue actual situaticn in 02 cai communication net. 
Nevertheless, its mathematical consequences result in a 
model whicn accurately describes tne behavior of the 
nessage delay in many real nets. 


He validates this assumption through simulation in [Ref. 11 
pp 50 - 56]. This equation is imbedded in the theory of the 
Recursive equations and is nct a computational requirement 
of this submodule. 

The Eottcz line is that for a large number of 
calls within the overall system and the above assumptions, 
it is pcssikle tc analyze a random order of service problem 
such as a subscriber continuously redialling if he getsa 
luc signal using TITI, and in particular using calls held 
service. We can analyze a tandem yueue situation by locking 
at each nodal queue individually. 

By decompesing the arrivals (allowable by the 
Poisscn Assumption) into a number of branches that can be 
analyzed as single server queues (see Figure 3.9), it is 
possible to make maximum use of the work accomplished by 
Cobham, White, and Christie. Addasetiomal criteria for this 
queue mcdel are that there are a total of P different prece- 
dence classes. The messages from each precedence class 
arrive in a Poisson stream at a rate of (Ap), each message 
from class P has an exponential service time with mean (up - 

The discipline considered in this model is the 
fixed priority  svster with  preenption. If a message cf 
lower priority is preempted by a higher priority then it 
"resumes" from the pcint of interrupt to complete the lower 
priority message once the higher priority has been completed 
meer. 11 pp.73-74]. The assigned priority remains fixed in 


time. These criteria do not remove us from the reality of 
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Figure 3.9 Decomposition of Arrivals 


Military telephones systems. On the contrary nrilitary 
priorities are fixed into Flash Override, Flash, Immediate, 
Priority, and Routine precedence levels. Any queued Flash 
has a higher priority than any queued Immediate regardless 
of the message entry time into the system. If the Immediate 
caller is rreempted then the caller would redial his call, 
get a completed circuit ir a channel was free, and continue 
with his conversation. 

The equations that are used are defined recur- 
sively as follows in Table XIII. An important concert that 
effects the arrival rate is the determination of tne Busy 
Hour. For the busy hour to be more realistic each func- 
tional area would need tc designate the percentage of 
traffic sent and received over each hour of a twenty-four 
hour period. This is possitle, however, not discussed in 
this thesis. Eme» auonresIPce s 15 £ OF COMSR traffic 
and represents the communications system peak ioad hour 
which may cr may not be an individual ‘functional area péax 
load tine. 
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c. Procedure For Determining Mean Delay Times 


Determine Chess buS Y hour traffic by taking 15% of 
total traffic over the link being analyzed. 
Determine (A) from™messages transitting link (.ie 
nessagestrarsitting per busy hr / link capacity). 
Determine average Service times by precedence tken 
(Lip = 1/(service time) 

Use recursive equation to determine average delay, 
D(ip), for each precedence level for that link. 
Examine rotte chcsen for BF traffic. Sum the 
average delays for particular precedence across all 
transitted links, iy. Di, ENKS OF ROUTE 
Draw random variable from EXP (S), that is actual 


delay time fcr that message 
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TABLE XIII 


Recursive Equations 


E. pop e E the P+h Precedence Level 
Ashe or GE i- Pe ° 2 
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Figure 3.10 Tandem Queue 


If the BF Artillery was making a flash cverride 
call to EF Intelligence the routing in this example would be 
(Phone 1-11-01-02-Phore 2). To calculate the expected delay 
time for rhone tc phcne connect just sum the expected delay 
times for each link as determined above and listed in 86 
XV . If only one call is being simulated then make a random 
draw using Exponential with mean 2.28 seconds. £ several 
calls are expected (in the long run) just use the average 
2.28 seccnds. 
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TABLE X¥ 


Example Flash Override Delay Times 


onnect time from Phone 1 
one 2 


tg 
O 


hcne 1-11 1.00 sec 
1-02 . 10 sec 
2-Phcne 2 1.00 sec 
2.48 Sec for 
to 
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IV. COMMUNICATIONS GENERALIZED VALUE SYSTEM 


MET (REED A ee E Gmm Qum. ws qr mu < ee G A -—-X ee eee eee G amm A A mm سس‎ Et ae e en 


A. INTRCLUCTION 


The Air-Land Interdiction Model will have an overall 
Value System. The discussion that is to follow concerns the 
Communications Generalized Value System  (CGVS), a separate 
entity, not to be confused with other combat functional area 
Value Systems or the overall Air-Land Value Systen. The 
CGVS provides the means of determining the utility of each 
conzcnent of the communications architecture in both the 
static and dynamic states. The CGVS (see Figure 2.1) will 
be able to provide tc other submodules the quantitative and 
qualitative information necessary for planning future 
augmentaticns or reductions of currently deployed assets, or 
mene rricritizing and allocating resources to restcre 
degraded assets. 

The CGVS submodule, analogously speaking, is the serscry 
inputs of the nervous system of communications. Ihe CGVS 
provides numbers to the brain so decisions can be made. 
Each ccmmunication link derives value from how efficiently 
each message level of urgency (precedence) is handled, and 
that links role within the context of the entire communica- 
ENODnS architecture. The intent of the CGVS is to measure 
Prey marginal traffic created by BIF because the ALIM is 
terested cnly in Air-Land Interdiction units. The model 
has the capability to measure background traffic value iz 
required. Every message is destined for a certain part or 
the system body; the addressing and urgency decide which 
artery the message flows. Unlike the human body, thas 
message can be stored or rerouted if a part of the system is 


temporarily incapacitated. This information flow IS 
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accomplished as trarsparently as possible to the message 
sender or receiver. The value of each communication link is 
directly determined Ey the users through the messages they 
send. Based on the ccmmunications required by the users, the 
communications ¡planning staff literally builds from the 
ground up the communications to support the requirements. 
All the retwork building or rebuilding decision logic find 
Ber justification in the CGVS. Usage of generic systems 
or allocations of additional resources of any type are 
directly determined using data from the CGVS. There are no 
models which currently utilize any sort of CGVS to make 
decisicns of high resolution for communication play. The 
CGVS is essential tc credible examining cf ccmparative 


decision making in a high resclution environment. 


Eee CGVS CCNCEPT 


The CGVS data used for designing and maintaining commu- 
nications support is broken down into areas based on tine 
and event sequencing; the pre-combat static phase and the 
conbat dynamic phase. Standing operations orders, kased 
upon historical deplcyment of systems over years of exercise 
play, exist for deployment of communications systens. 
Planning staffs have created OPLANS based upon potential 
tactical scenarios and expected potential value of conmuni- 
cation links to mission accomplishment. The planners know 
generally who must be supported, however the unit locaticns 
and vclume of traffic vary considerably based upon  indi- 
vidual unit's time sequenced contribution to the ongoing 
Beetle. For example, a high priority communicaticıs link 
ties Theater Main tc Corps Main from the start of the war. 
One might assume that this link would have tremendous 
dynamic value because this link ties a resource allocater to 


a heavy rescurce user while in the midst of mortal combat. 
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u C tO the contrary, Corps Main cares little akcut its 
ability to talk to higher headquarters in the early Stages. 
Corps Main is ccncerned with the battle situation for the 
first few days and is capable of fighting at this time rela- 
tively unsupported LJ Theater. The linx maintains a high 
static value. As tke days wear on, this link obviously 
becomes much more critical to Corps for allocation of 
replenishment resources from Theater, i.e. the link attains 
a high dynamic value with time. 

What is the Value of this link? Parse ns. sasdırrieuit 
concept to grasp because the value changes over tite and 
event occurrences. What is the value of alternative routes 
poemas link? Should reconstitution of this link take place 
when degradation occurs? When is the value of this link so 
high that Red Forces must attempt interdiction? Hew do we 
guantify this value cver time? These research questicns must 
te resolvable by analysis of the CGVS output. What stands 
out most at this pcint is that the initially deployed 
network links have a potential value based on historical 
usage and as the battle progresses, the link values increase 
cr decrease in value over time based on user demand 
generaticn and the success of enemy interdiction effcrts. 

Picture a pipeline through which passes general communi- 
caticn traffic havirg relatively small values. If this 
traffic is delayed for a period of time the value does not 
deteriorate or reduce the war fighting capability. Impose on 
ES link traffic of a newly arrived unit called the All 
٣۰۰٣۰٢٣ Analysis Center which has traffic for the Corrs TOC 
iure 4.1). 

When entities of high value are placed on this link the 
message traffic and ccrrespcnding message value jumps enor- 
mously. Shouid this link be overloaded or incapacitated, the 
alternate routing fcr this needline increases in value 
dramatically. The Expected Delay Time would definitely 
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Figure 4.1 ASAC to CORPS TOC Needline Routing 


increase because tre more "metal", the lower circuit 
availakility, and higher the probability of delay. 

Cengestion or overloading on these links may or occasion 
result in the devaluing the time sensitive messages. The 
devaluation may ke to the point where the decision to still 
attack a certain target may be reversed in favor of a now 
more valuatle target. (Figure ü. 2) 

The new Communications Support Requirements  Datatase? 
will provide guidance as to the comparative value that each 
functional area message possesses if it were delivered in 
real time. Examine Table VIII . This Table reveals data 
elements Six (Speed of Service and Perishability of 
Zntorgation) and Seven (Cost of Failure - critical, indis- 
pensakle, essential, etc.). Element Seven could give us the 
٠.٣٦ ٣٠ ن٥٥‎ (Vi) for Figure 4.2 . Element Six cculd give 
us the Expcnential parameter needed to degrade the value of 
the message over time thereby giving us the final value. 
This Value Process is feasible, but it remains to be seen if 
the CCMSR database can gain the support needed to update and 
revalidate these data elements. 


-/- HEP AA A =e AD A O A A ae eae ص‎ a A 


"This database was, discussed ina the Communications 
dation Submcdule and further study should be conducted 
En tnis area. 


. Using MADMAN no. MER engptechn2aues deter- 
mine a value for critical, indispensabie, and essential. 
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Figure 4.2 Value Degradation Over Tine 


The ccmmunicaticn conplexity in a war environment natu- 
rally generates mary questions. The CGVS coupled with 
message vector audit trails will help answer then. But how 
is this eiusive value found? Intuition suggests that 
message value should be calculated in the Communicaticns 
Module Ey aggregating products of the number of messages 
times an urgency level (precedence) multiplier for each 
message cver the link. However, this procedure ,although 
simple in design, reflects the point of view of the cormuni- 
cations officer and not the subscriber. An amazing amount of 
"precedence creep” cccurs when a subscriber needs to pass 
information quickly kut is not authorized because cz the 
requirements of each precedence level. On a fast moving, 
NSmic kattlefield, information about when and where to 
resuprly beans and bullets can be just as important as where 
۳۰۰۹04830 an air strike in winning a battle. A value 
system that would lend itself to designing a communication 
network that mininizes delay times for all precedence levels 
is far ncre responsive to the subscriber than just saying a 
dink is of such and such a value because 3000 routine 
messages passed thrcuga it in the last hour and were all 


delivered within the required 24 hour period. This section 
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will descrite a syster that will reward and punish networks 
based on tire delay and not on minimum precedence aspiration 
levels. This value will become a key input parameter to the 
Reroute Submodule, the Reconstitution Submoduie, the Network 
Grid ard the audit trail of the Interdiction Model as a 


whole. 


1. Static Value Determination 





Suppose general mobilization follows a buildur to 
East-West tensions along the German border. ھ‎ TO 
most scenarios the first deplcying organizations are the 
tactical Signal units supporting the Corps and Theater 
Communications Zone (COMMZ). The intercommunications grids 
required by wartime CELANS are set up and functionally cper- 
ative within three days. There are, as yet, few if any users 
of the tactical network. Most combat, and combat support 
units are preparing fcr deployment or waiting for political 
approval to deploy frcm their Ease Kasernes. They are still 
using tte fixed communications supplied by the U.S. Army 
Communications Command or the Bundespost Phone Systen. 

At this Point in tine, the tactical communicaticns 
system has a potential value based upon the generic systens 
which have been derloyed to support potential users. 
Although the communication grid has been designed symmetri- 
cally tc reduce its susceptibility to enemy collection 
efforts, there are enough asymmetries to suggest that some 
Modes are tore important than others. Certain types of 
radics are indicative of the importance of the users they 
support and of the importance of tne internodal links to the 
success of the overall communication network. The potential 
value of these links and nodes is static because no users 
have been tied into the network. 

The method used to derive the utility values of each 


component of the communication architecture is found through 
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TABLE XVI 
Relative Entity Utility Value 


PES À umm acu. ہہ ہت سے ہے پہں ہے کے ے۔ ہے‎ V VV JJ VS] 


Iransmission Utility Value 
to Netwo 
Satellite ۱ 943 
Ground Stations 
Microwave links 648 
Mobile Sub Central 380 
AM links 353 
FM links 137 
Terminal Equipment Value 
ciermigal EGui En E 
Record Traffic Switch 490 
Network Ccntrol Elements 486 
| Commcenter/DSTE 194 


a variation of the MADMAN Algorithm discussed in Appendix C. 
The basic unit of communication hardware and therefore plan- 
Uu. the circuit. The MADMAN Methodology provides a 
means to derive a single aggregated measure of effectiveness 
(MOE), a utility value, from various individual attritutes 
F the circuit. Scme of the attributes considered by the 
experts are equipment survivability, cost, mission essen- 
mrainess, reliability, and capacity (see Table XXIV for 
details). The following procedtre outlines the MADMAN input 
requirements that must be based upon communications and C2 


ENSerts crinions . 
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These attrikutes and cthers are weighted in pairwise compar- 
isons. The potential role value or conditional value of 
circuits such as for nuclear release may in this nanrer be 
imetuded as an attribute which considers "Potential Value". 
Cnce the S(j)'s, the scaled values in Table XVII , have been 
obtained then multirly the values by 1000 to derive more 
aesthetic utility values. As seen in Figure 4.3, by summing 
the individual values of the equipment employed and "on 
Site" backup we can determine the static value of signal 


nodes prior to any traffic being passed. 
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Figure 85.3 Static Value Example 


As the combat forces assume their battle positicns 


and users begin tc place demands on the communicaticns 





er, the value cf links shift from the static value of 
hardware to a dynamic value based upon tne actual message 
flow. Before descriting the dynamic value system, we give a 
brief scenario as a message travels from the ASAC to the 


Fire Direction Center: 
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Figure 4.4 Message Scenario 


From Figure 4.4 we see that a phone number is punched intc a 
digital telephone at the origin. This phone has a circuit 
Maen tc the nearest circuit switch at Node 2. At Node 2, 
the call is demodulated and passed through a patch panel to 
Bezeırcuit switch. The call is routed automatically to Link 


À or E depending on circuit availability between nodes Z and 


4. Ihe process is repeated until it reaches node 4 which 
Sa circuit to the FDC. Civen Chat Cle clfecuit 1s avail- 
‚able, the whole prccess to include the dialing and imme- 


,'diate receiver pickur takes 7-15 seconds. The circuit is now 
complete and the user sends his message. 

The value of this phone conversation is a function 
of the value placed upon it by the originator according to 
command guidance and the time it takes to turn the targeting 
Mmerorfation into fire allocation information. The ability 
۰ئ‎ ٤۶7 a particular target by such and such a time has 


more value now than 1£ the target is attacked 20 minutes 
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later, especially if the target has moved from its kacwn 
location. The commurication network is responsible for only 
a portion of this writer to reader time, the communicaticns 
"expected delay time " that is maintained in the message 
vector. 

A perfectly functioning communications system should 
result in no lost value to this target information. However 
time delays or failure to achieve required urgency rrece- 
dence levels during the passage of this information not only 
reduces the value of this message but also points cut short- 
comirgs in the communication system that must be repaired 
immediately or circumvented. The value of the link at this 


moment in time: 


DIE. Wo Np (4.1) 


where Wp is the weighted zultipiier determined by MADMAN 


expert opinion. 


Dp is tbe mean delay time fcr each precedence level over 
eat link. 


Np is the number of messages for each precedence over that 
OK. 


TO aggregate these prcducts for all messages over each link 
would tell us the dynamic value of each link for a specified 


period of time. 
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Its would be relatively easy to put counters into 
each link tc determine Np and a time clock parameter to keep 
track of the total message time in each message vectcr to 


determine operational link values. 


a. Operational Valuation 
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Figure 4.5 Hourly Depiction of Link Value Versus Tire 


The value of each link should be captured at 
some preselected tine slice, say hourly. 021 7 
4.1, it would be possible to çraphically represent the value 
over time for each link. It would also be possitle to 
G@reaqggrecate the traffic loads into two groups: 1.) COMSE 
generated and 2.) BF generated. Using Equation 4.2, it would 
te possiktle to conduct sensitivity analysis by varying (Q) 
tetween 0 and 1. This discounts the current background COMSK 
generated value and inflates the value of the marginal 
traffic. This method has the effect of forcing the submo- 
dules that make decisions based upon asset values (e.g. 
Reconstitution) to make those decisions in light of the now 
highly valued marginal traffic. This method could Le a 
valuable source of information for answering our research 


guestions. 


78 





O 


VALUE = a), Wee Ness 
BER De. FE 


R-Primary Reut A- Alternate Rout 
C= COSR BF- Marginal Traffic 


R 


tie OSTATIC) 2 
Doge 


vould also be possible to vary ub mon toxic) to 
conduct sensitivity analysis of the link for future planning 


missicns or potential unplanned missions. 
t. Non Operational Valuation 


The value of each non operational link should 
also ke captured at scae interval, say hourly. To do this, 
one wculd take the links that fail tne Availability Monte 
Cario and the downtime that has been randomly drawn 
۳۰۰٠۶۰۹18 to the Degradation Chapter. The Routing algorithm 
would centinue to route traffic over tne down links, 
however, the traffic would also be routed over the alternate 
route. Using Equaticr 4.3 , it would be possible to place a 


value cn the down link. 


FO We Ne FO ۸۷ N^ 
VALUE = RL, Ze + ), fae Nar 4 [O (STATIC) 
d Do. Op. nus Da Opos 
R-Prima ry Rovt A- Alternate Rout 
C-COMSR 8F- Marginal Traffic 


(EE 


where Dp is defined as the expected delay time cf the 
alternate route at precedence "p" of the BF Interdiction 
traffic. This equation is sensitive to tne added delay time 
of the alternate route. If there is not any added delay tine 
then, cbviously, the primary route was not important enough 


۲٣۰۰۰٢٦) high on the reconstitution priority list. 
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iene SAS Dee ls TON SUBMODULES 


A. INTRCDUCTION 


The Air-Land Interdiction Model, as previously stated, 
is a research wargame and as such reguires decision making 
to be consistent and reproducible. In order to achieve these 
lofty goals, the modules must make maximum use of man nade 
rules and expert opirion to create “automated, closed loop" 
decision making algorithns that replace the "man in the 
loop". There are four rule based decision submodules in the 
CM; cne, Degradation, has already been discussed. The cther 
three will be discussed in this chapter. The methodology for 
develcping each submcdule is outlined in detail in the 


"Closed Loop Decision Making" section. 


E. CIOSED LOOP DECISION MAKING 


1. Selecting Communicaticn Alternatives in a Comkat 


The primary cbjective of this section is to set 
forth and analyze the factors that allow a communications 
user to decide which cf the availabie communications assets 
to use given that te has information that must Le passed 
from himself to a distant receiver. The second objective is 
to translate these decision factors or attributes into a 
Simple mcdel. 

The problem is to develop an automated Decision 
Submcdule that "humanly" selects the communications  mcde 
(voice, record traffic, ETC.) and means (telephone, radio, 
I. The key to the validity of this simulation is whether 
or not and to what extent the human thought process is 


actually reflected by the algorithn. 
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ic ces mpi b cris an Understanding of the jot ama 
Skill level of the user and how he makes decisions under the 
pressure cf combat is rejuired. This section will illus- 
trate this process fcr one user needline. The user will be 
tne G-3 Crerations officer for ¥ Corps in Germany. Ihe G-3 
was chosen for study because he is a Combat Arms Officer in 
a high pressure job and has a wide array of communications 
available tc pass messages. It is important to note that the 
concentraticn of this submodule should be with the processes 
of real comtat and net the minutia of realism. The model 
must be robust encugh to satisfy the communicaticns 
selection decision of all users [Ref. 12]. 


a. Analysis of Decisicn Maker 


I A general model describing how the G3 Oferaticns 
selects communicaticn means can be seen in Figure 5.1 
[Ref. 13]. The success or failure of tne US Corps may very 
well rest cn how well the G3 CpS pianning staff directs the 
subordinate units to accomplish the Corp's flexible defense 
operations. 2 وت‎ i 90ہ‎ 060 of "nis Superior to 
subordinate directing is that at least one means of 
communication must be available. (Ref. 14] 

The high intensity of the Corp's battle creates 
an encrncus load and stress upon the G3. Other human vari- 
ables that may effect our Decision Maker (DM) are his biolo- 
gical cycle, sleep lcss, recent diet, recent successes or 
Kites, and concerns for his family and many other vari- 
ables (Ref. 15]. The G3 lacks the in depth understanding of 
Poemeanterccnnectivity of the communication system that 
supports nin. He is concerned with whether or not he can 
communicate, not how the communications works. His communi- 
caticn requirements are not always resolved in the most 
optimal cr efficient manner especially for requirements for 


which there are no SOP's, contingency plans, advice of 
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co-workers, subordinates or communications officers to ء٤‎ 67 
solutions. In these respects he is like 99% of the otter 
users of communicaticns on the battiefield. [ReZ. 16] 


r. Modelling of Decision Maxing 


according torcCconeny March, and Olsen (1972), the 
G3 organization decision making can be characterized by 
ambiguity in technology, preferences, and participation. See 
ure 5.1 [Ref. 13 Je 





| Tactical Communlcations 0٥۰15110٥ Under | 
AMBIGUITY AND EXTREME LOAD | 
| G3 Operations Cholce | 
Officer Role Opportunities 
(Alternattve Means) | 
Flans/SOP’s 
f “ode 
Amo! quities . CE Implement Plans | 
Tech/Pref/Part | Subordinate S0P*'s/Recs | 
Recorg Traffic | 
Recommendat fons | 
Means 
LOAD STRESS Match Probs and | 
Unmatched Probs Rado Solut tons 
ertsinties of 
ei . Sol'n/Part’s Teiephone (Multt-Attr!bute wetgnting) 
| ' us ےہ‎ Be ہے‎ Mes | | 
| | 
| کچ‎ 
| me ern... 
de | MTOLE and | | 
l 
Triggering of new Chotce Opportunities NS t | 
K TT YT ie esse np ie nina Es a a AE ر7‎ 
Figure 5.1 Tactical Communications Decision making 


Ambiguity of Technology describes an organiza- 
tron's ignorance as to the options that are available to its 
DM's and the linkages between these alternatives ard their 
likely ccnsequences cr outccmes. This difficulty is often 
aggravated Ly inexperience in particular roles, because all 
commanders and their subordinates rotate rapidly through new 


jobs. 
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Anbiquity cf Preference contribute to the crga- 
nized anarchy, by interfering with rankings of alternatives 
and their outccmes. Superior preferences in military 
operations are likely to be heterogeneous in tne extreme. 

Ambiguities of Participation are the result of 
participants who are part time, or shift their energies 
among decision situations within the organization, or 
across Loundaries. ER MIlIEAEY operations ,fluidity of 
participation has two important causes: battle losses of key 
specialists or forces, and communication limitations that 
effectively isolate potential participation from decisions. 
[Ref. 13? 

ta reference tosBrgure 5.1 and Table XVIII, the 
Corps Standing Operating Procedures (SOP) and communication 
contingency plans require certain types, urgency levels, 
message lengths, or classification levels of messages to be 
transmitted over certain means (Ref. 14 and 16]. “ten 
several allowable means exist that appear to satisiy the 
requirenent then a cc-workers or subordinates? reccmmenda- 
tion as to which means he had success with is generally 
implemented. The major dilemma occurs when it appears there 
are no SCP's, plans, or recommendations to rely upon. In 
these cases the G3 must match his unmatched communicaticns 
requirement problems with any solution (communication 
means), that appear to have the highest rrobability o£ 
satisfying. When the user compares his alternative means in 
order to decide which to use, we have an example of Multi 
Eu Lrute Decision Making (see Figure 5.2). It is imgortant 
to rememter that autcuating DM results in Zar more consis- 
tent decisicns being made; therefore to truly simulate the 
DM a mild amount of inconsistency must be input. This is 
accomplished by rigorously incorporating expert human 
opinion cf non-communications oriented personnel (ie. Comtat 


Arms Officers) into MADMAN making sure to avoid the expert 
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Spinicn of communications personnel. MADMAN actually 
calculates the level of inconsistency for the exkrerts' 
inicis. (Ref. 12]. and [Ref. 17] 


S n 7000 P OQy 
Multt-Attribute Dec!sfon 


Alternat!ve "سس‎ value 










Mult{-Attrfbute 
Decision Requirement 


Joo Sk1il1s/Experfencg 
of Dec!stomaaker 


Pressure of the Moment 


Welgnting the Data 
Elements 


Tyne Mescana:action/tnfo /cosratnat ton 


A A A A A A A AAA AA A Gone nos GREED 


| 
| 


Figure 5.2 Multi Attribute Decision Making 


In MADMAN there is usually a countably small 
number cf predetermined communications modes and reans 
alternatives. The alternatives have associated with then 
several common attrikutes. aA cost and benefit comparison of 
the attributes can re made and a final decision en which 
means to use can be reached. The decision as tc which 
alternative to select is made with the help of  pairwise 
attribute comparisons. The comparisons may involved explicit 
٣۰٠۰٠۰۰۰٠٦1٤+ "expert opinion" tradeoffs. MADMAN is in short a 
decision aid to helg maxinize satisfaction with respect to 
nore than one attribute. 

MADMAN has many military applications, such as 


the evaluation and selection of personnel, strategy, weapon 
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SS Oley; facility locations, contracts; the evalua- 
tion cf effectiveness; ard expert judgement or group partic- 
ipaticn and analysis for selection, strategy, policy, etc.. 
Appendix C has a detailed explanation of MADMAN and a 
computer program developed by Marcello of MADMAN, as well as 
a practical example. 

As a manager of scarce resources the G3 seri- 
consciously appraises the benefits and costs of all his 
actions. The depth cf these appraisals depends upon the 
Significance of the decision tc be made. The G3 will seek to 
Minimize the delay time of sending a message to the Air 
Defense Battalion S3 while attempting to minimize the rela- 
tive costs of tying up the vital communications means teing 
allocated to the communications problem. The data elements 
or attributes which link the decision maker to his communi- 
cation selection are Urgency Required, Type Message, Message 


length, Classificaticn, Expected Delay Time of the "(I-1) th" 


message, and the communications alternatives  availarle 
between the originatcr and the receiver. یی ہ55‎ and 
mer. 19) 


e ۲6٤5" 358 “~LiscussSion of Automated "Closed  Iocp" 


SF AN جس ہر س‎ ë D سے‎ mq = .ص‎ Mw Sn Pp mm = s خی‎ E A wam — Q“ 


Decision Model 


The SOP and contingency plans are expected to 
predetermine soluticns for most of the conmunications 
requirements. The remaining communications requirements 
will te solved using expert opinion to weight or scale the 
multiattribute data elements (listed under Subjective Filter 
pumrTaLle XYIII) Ac aer tor determine Which Communication 
alternatives would be selected. 

In examining the results of the two runs made using 
the algorithm model in figures 5.1 and 5.2, it can Le seen 
that autcmated DM has successfully been accomplished. In 
moe XVIII the Ckijective Filter Data Elements give a 
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precise solution because the technical parameters matched 
the technical parameters of the SOP alternative. Intuition 
and the experience cf the author confirm the selecticn as 
being correct; a five page, type written, classified, orera- 
tions order would be transmitted using common user teletype 
en cuits or Optical Character Recognition Equipment. 

For ease of identification each user's communica- 
tions is classified ty a Type Communications Package, the 
type is strictiy dependent upon the TO£E equipment and 
Comnon User System support authorized. 

In Table XX the technicai parameters could nct be 
objectively filtered to provide an SOP solution. This 
Acticn Type message is by SOP transmitted using S/C Voice 
radio or Teletype;  hcwever, neither would satisfy the FLASH 
OVERRIDE urgency. Ihe unsecure FM voice radio cculd not 
satisfy the urgency because time consuming manual encryrtion 
would nave keen required and the Lance BDE was out of range. 
All fcur alternatives could have satisfied classifications. 
All four could have satisfied message length although 
preparatory typing would have delayed transmissicn. 
Subjective filter elements were, therefore, implemented 
using exrert opinion input intc the MADMAN Program for multi 
attribute decision making (see Table XIX). (Ref. 17] Secure 
Telephone had the shortest expected delay time, lowest ccst 
and hignest benefit, and cculd motivate the receiver tc the 
urgency cf this information through the use of direct voice 
Butopaticns and pitch. 

The procedure outlined in Table XIX suggests scone 
MADMAN input requirements that must be based upon C2 exrerts 


Opiniors in deriving the G3's decision. 
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It is fascinating ard encouraying to note the azcunt 
cf research which is being accomplished in the arena of 
automated decision making. Tn referencing the model 
depicted in Figure 5.1, it can te seen that multi attribute 
decision making can bea source of pre-determined solu- 
tions waiting for what had originally Leen an unmatched 
problem. Although definitive progress is being made, we are 
lagging well behind the Soviets in this field of autcmated 
"Cybernetics". 


C. USER TO USER ROUTING DECISION 


Ihe User to User Decision Submodule (UUDS) as seen in 
Figure II, has three decisions to make. The Select Mode and 
Select Means decisicrs are rule-based decisions of expert 
players and SOP's. The Routing decision is based on network 
theory decision algorithm Minimum Spanning Tree. 

The Select Mode decision draws upon the MTOSE database 
to deterzine the feasible modes available to both the crigi- 
nator (0) and the receiver (R). Once the communications 
modes are presented then the urgency and classificaticn are 
considered to determine the optimal mode. if for some reason 
the primary selected mode is nct available then the alter- 
nate modes are attempted in the order shown in Table XXI The 
message vector ncw has the parameters O, R, U, C, 1, Mode 
(MD) „9 

Ihe message vectcr now moves to the Select Means deci- 
sion. Select Means draws upon the dedicated, organic ccmnu- 
nications available to O0  (MTCEE) and Ebe inorganic 
communicatıcns provided by the Signal Corps or Host Naticn. 


The Means are selected by determining the feasible and then 


"These parameters are explained in detail in the Message 
uctor section of Charter 2. 
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| TABLE XXI 


Alternative Modes Selected 


| 

i 

If primary mode fails then go to alternate. | 
۶۶ 7 Voice RecIrf Data Fax Mess | 

| 

1st Ait Rectrf Fax RecTr£ Mess RecTrf | 
2nd Alt Fax Mess Voice Voice Fax | 
erd Alt Mess Voice Mess | 
ee 0,  .— — 3 


the optimal Means available between O and R based upon U, C, 
MD selected, SOP's, ard MADMAN. 

The message vector progresses to the Select Route deci- 
sion. The Select Rcute decision uses the Minimum Spanning 
Tree Algcrithm to select the pata that minimizes the nunmter 
of nodes transitted. Both primary route .availability and 
the seccndary route and availability are added to the 
message vector and forwarded to the Availability Monte 


0, 


D.  REROUTE SUBMODULE 


The purpose of this submodule is to help answer the 
questions of what happens to the message vector if the crit- 
ical path being transitted becomes impassable. Although the 
meeematht is still in its infancy, topics of iaportance and 
parameters are discussed in some detail. The requirement to 
rerout this message traffic stems from the reduced ability 
pto —rorticn or the communication network to support the 
user in a timely manner. Based upon the availabilities, 


system outages would need tc be scheduied events of the 
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Figure 5.3 Minimum Spanning Tree Example 


simulator. If the Mcnte Carlo failed for an 85% availatle 
system then the systes would be down for (1-.85) x 24 hours 
= 3.6 hours = A). An Exponential draw with nean 3.6 would 
te made to cetermine the actual down time and all sulmodules 
uua be updated as seen in Figure 2.1. 8 ۳ “Or 
t; is to provide an alternate critical path which is 
Still cakrakle of satisfying tke urgency precedence level and 
classification required for the message. 

The Reroute Decision response is extremely dependent 
upon the mode and tke means selected and the extent of 
degradation inflicted upon tke network. 7۰56697 ۲۳1٥6 logic of 
Reroute varies with whether the means are single or multi- 
Channel users the discussion will necessarily follow this 


natural ireak. 
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| TABLE XXII 


Minimum Spanning Tree Network Example 


See Figure 5.3 
ER g ) 
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horized Precederce Level 
neue بی ۰6065۰0 دہ‎ ۲ Satellite...1 node 
وت‎ Or ط مم‎ 6 Satellite...at least 2 nodes 
Routine or higher... at least 3 nodes 
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The single channel means of communication is gener- 
ally a radic dedicated or sole owned by its user. It can be 
either a Fush-to-Talk voice, data, or teletype optimized 
transceiver. These types of radios are used primarily while 
mobile. They are line of sight and are sensitive tc ECM 
especially when used for over two minutes ata time. We 
assume that if a user attempts to use a net radio and finds 
the net (frequency) congested with other users, he will 
continue to attempt tc use this means while fully realizing 
that he must walt tc get his turn on the frequency. If 
however, the frequency is being successfully jammed (R F 


Interdiction) then the user has several choices. I£ the 
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radio is his only means of cocumunication, then ne may 
continue to try to rreak through the jamming or he can 
change tc an alternate frequency. ٣۰۰۰۶٣٦٢٣ ٢٢٥۶ ہ٣۰‎ ٢ difficult 
under jarring conditions. The net control station attemrts 
to inform cther users to change frequency to the pre- 
establisted alternate. If it is impossible to reestatlish 
the net then he may just send a messenger. If this radic net 
is nct the only means available then the user will likely 
decide to change to a means that is less susceptible to 


emning and directior finding. 
2. Multichannel 


Multichannel means of communications are generally 
far more rcbust in an ECM environment then single channel 
radios. Whether the multichannel radios are line of sight or 
over the hcrizon, whether they are dedicated as in the the 
Air Defense arena , cr common user as provided by the Signal 
Corps, the radios are integrated into a network grid which 
provides redundant paths between nodes. At the nodes are 
switches which eitker automatically or manually reroute 
traffic frcm nonavailable links to available links. The 
Hugstional time of reroute is usually not critical tc the 
user unless the alternate route has been congested. Only if 
it appears that the alternate link will not satisfy the 
urgency precedence levels required will the user think of 
selecting another means of ccmmunication. An example is 
referred to in Table XXIII . 

If the messace vector was given the Microwave route 
and this failed at tke the Monte Carlo, the alternate route 
of AM Single Side Band would then be Monte Carloed; if it 
passed then the accumulated time would be 25 seconds fer the 
MW attempt and 60 seconds for the AM route; a total of 85 
seconds. 
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| c— — JE 
TABLE XXIII | 
| Examrle | 
Network Entities Availability Nodes E(Delay Tine) | 
Micrcwave "Bes 2 25 seccnds 
UH SO 3 25 seccnds 
AH SSB Voice a 2 60 seconds 
Combined UHF & MW . 78 2 Jo seconds 
i 
5<" ۲ 007:555 7ظ‎ 9۵7٤۶ | 
1. microwave i 
SLANT SSB | 
S 8 a 
Y. Combined Systen | 
* Selection kased on fewest number of nodes 
(highest availarility) 
_ ِِ >_ں...+.‎ 007770 ۰5 MN i 


DEG alternative —rcute for Multichannel or an 
alternative means for single channel was decided upon tken 
the apprcpriate availability would again be Monte Carloed 
with delay tine added. ADMI 676307 27 0 ۶۲۹۰۸06 oot tse Rercut 
Module is the CGVS evaluation cf non-operational links. Ihe 
CGVS determines the lost value of messages over down lirks 
and reports this to the Reconstitution Submodule. This lcst 
iê is Critical tc the rescurce allocation decision in 


restoring dcwn links. 


E. RECCNSTITUTION SUEMODULE 


The purpose of this submodule is to correct deficiencies 
of the ccmmunicaticns system in supporting its users. 
Available and relialle communication is a critical neces- 
sity. This submodule is zuporncant “to the overall 
Communications Module, however, the algorithn is still in 
its very early stages. Crucial issues and parameters are 
discussed which allcws a smoother transition in future 


research efforts. 
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If communications is lost within any important  rart of 
the netwcrk, allccaticn decisions must be made bv tre system 
planners and controllers to reconstitute stricken areas. The 
Reconstitution Module (RM), depicted in Figure 2.1, will 
receive the type degradation and the value of the link ug to 
the current point in time. The module will internaily allo- 
cate resources to correct the source of degradation and 
return to tbe communication degradation module the expected 
time to restoration of link  capabiiity andthe upgraded 
availability. The Reconstitution subaodule will also notify 
the  Rercuting Submodule as to how long it will have to 
reroute traffic around the degraded link. 

The RM will lock at the severity of the damage and 
EIGN a priority for reconstitution. It will decide tased 
on availability and lccation of reconstitution equipment and 
the cause of degradation if and when the link will pe 
availatle for further use. 





VI. SUMMARY AND CONCLUSIONS 

The Corps Communications Module described in this thesis 
uses a variety of academic and real world phencmenon to 
simulate tke flow cf communications between battlefield 
users and to evaluate communications assets! worth. 
Academically, the CM uses the properties developed by A.K. 
Erlang's Telephone Traffic Theory and related works to 
establish the need for and the use of (A), the message 
arrival rate, and (U), the message service rate. If 
traffic summaries (A's, U's) are available for each arc 
(link) then blocking probabilities and mean delay times may 
ke derived. Communications assets values are a function of 
these delay times encountered over the links. Real world 
phenomencn such as environmental occurrences, Red Force 
interdiction, and Blue Force congestion drastically effect 
the links that are available to pass message traffic. “nese 
degradation forms are critical piayers in a communicaticns 
simulaticn and are discussed in detail. The Poisscn princi- 
ES of Decompositicr and Superposition allow for easy 
handling of diverted traffic loads (additivity of À ts) and 
in analyzing multiserver queues in a simpie fashion. 

The Corps Communications Module also develops a myriad 
of decision making technicues to allocate resources to areas 
in need. The Communication Generalized Value System provides 
a nethcdclogy for determining hardware asset value which in 
turn can te used for allocation of resources that maintain 
communications. MADMAN provides a methodology and a means to 
make decisions that are not backed up by hard nunters; 
MADMAN is the "fuzzy" area decision making tool. MADMAN can 
te extensively used fcr developing pre-determined solutions 


to prctiens that have not yet occurred; in other words with 





the help of expert orinion, MALAÁAN can be used to "close the 
loop" on simulating man made decisions in an automated 
"man-less" algorithm. Standing Operating Procedures are the 
most ccamon pre-determined source of solutions to protlens 
and should be used as the rule rather than the excerticn. 
SOP's provide decisicn alternatives in the "well structured 
and defined" areas. 

EAT Conclusion; the CM submoduies are preserte at 
varicus levels of mature development. These algorithms do 
provide an excellent start point for a programmer tc furtter 


develop the CM into a working module. The analysis o 


Fh 


derived CGVS values and the message vector audit trails can 
Shed light into the previously foreboding research question 
areas of communicaticns systems supporting functional areas 


in a comkat environment. 
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APPENDIX à 
VARIAELE RESOLUTICN DIAGRAMS FOR COMMUNICATION MODULE 
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Figure A.1 Resolution Level One 
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Figure A.2 Resolution Level One (continued) 
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Figure A.3 Resolution Level Two 
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Resolution Level Two (continued) 
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Figure A.4 
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Figure A.5 Resolution Level Three 
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INTEGEP E*C515, ENC(C310, UE, AFCC32), SCHELLCIEY, ROLECEL) 


REAL LENGTH(C31) 
Dena vVESZ'Y*/ 
Ub=sf8 


1 FOFMATC® MINIMAL SFAANIAG TREE"//* ENTER ACS AS FOLLOGS: °/7 


STOP IRFLT EY TYFINC:E€, 


1* STAFTING NOCE, ENDING ROLE, DISTANCE'//*' 


(7ڑھ/ "ر2 
FOFMAT('+*AFC *,12,*' 1 ' $)‏ € 


4 FOFMAT(O* LCKE'//* THE Ne S. T. CONKSISTS OF ThE FOLLOVING AHCS:*/) 
6 FOFHATC/* LO YOU WISH TO DO ANOTHER FEOELEM? : '$) 
7 FOFMAT(* SOLFY, ELT THE FROCRAM CAN CLERENTLY ACCEFT AT MOST ',Ie, 


II AFRCS. ZA GOODbBYE') 
6 FORMAT(36) 
9 FORMATCAD 
21 FORMATC® ARC *',1z2,'C*,I2,*,*' 12» *5*) 
1e VFITECA, I2 
Ubslbe} 
DO 1} Na} Ub 
YRITECu, 2) N 
READC 4u, 8) SN(N); ENCN), LENGTH(N) 
IFCSNCNOD 12,1«,11 
11 CONTINUE 
UE=Ub-1 
WFITE (4,7) UB 
STOE 
le N=N=] 
UE=UB-1 
13 LO 14 Is=1,! 
14 SCHOULCI) &e@ 
Ubelbee 
CC 24 Jel Ub 
es NOCE(J)=0 
UB=UD/2 
NOLTE (13=1 
L=8 
1S MINARC#2 
DO 16 I=l,N 
IFCSCHLULCIY.EC. 1) GO TO 16 
g=sN(1)2 
KeEN (1) 


IFCNODECJI , EC. I. XCER. NODECKO -EC».12 GO TO 18 


19 


VRITE (4,4) 

EC 21ے‎ ۷۳ 

1=A&FRC (11) 

"FITEC4,21) l, SCI), ERCI) 
WT ITE (4,6) 

FEAL(4,9) ALSWER 
IAE EPF O EC S YLS) CO TO ۶ 





Go TO 16 
18 IFCMINARC) 19,19, 28 
19 MINAFC=I 
GO TO 16 
ZE IF(LENGTHCMIKARCO.GT-LENGTHCIOD CO TO 
i£ CONTINUE 


TECNIEALC.EC.EI GO TO 2, eS 
L=L+.] 

AFC(L>)=EMINARC 

SCHLUL(MINARCI=] ez 


JjESNONIMAECO 
×× ۰ع‎ )۶ 11:5) ( 
NOLE(J)=1 





NOLE(K)e) STOP 
GO TO 1Š END 
Figure A.7 Minimum Spanninj Tree Program 
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CIOSSAEYT OF TESTS AND ACRONYTMS 


Bee TERMS 


O Eg. understanding of the entities and attrikutes 
or the ccuorunications network is essential to the programmer 
EM US ee described ir detaili in tne Sollowing aprerdix . 
Entity. . . An end item or piece of hardware that pcssesses 
.تہ‎ rutes which characterize Dhezsseormunieatione link. 
Encre: An AN/1aC 138 is a line ot sight , muiticnanrei 
ESO Wiich ties two Corps Area Signali nodes to3ether. The 
arc or airwaves between the two nodes carry Secure voice, 
aos traftic ard data. Attributes. . . 3ت۴‎ 7 6 ۴ 
such as reliability , comm security, frequency, ETC. are key 
meme ccrLibing entities such as links ani iink hardware. 

bie... atras imesca less tne 26 pair cable strung 


Berneen the Communications vans within a signal node. 


Sigazficant power losses occur along tnis cable therefore 


the maximum length is 1500 feet, nl JE cCstric tor nito 
F disrersgsion c£  ccumm vans, tnereby increasing vilner- 
BEEN tO air and actiliery and EC4 ainterdiction efficrts. 
intersite cable or FON (C2X11239) jrovices muitichannel 
access tc large users within a 40 mile radius. Vulnerability 
to interdiction is very small. Intersite cable systems are 


often usec to separate Command Signal nodes from the 
headquarters they are supporting. 

Data. 2 Message information passed between 1/0 
devices and computers, 23۲7-5070066۶۲39 Computer. It is 
Fl Te of extrezxely fast transrer of information. Circuits 
Supporting data systems must be specially conditicned or 
cptimized for data transmission. Voice circuits terforn 


poorry when attempting to pass data traffic. 
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Dim etienzrind,nc.n,. 2 Aeee capability which lccates 
electronic emission sources. It is a passive collectcr ard 
therefore it is very difficult to detect. They are the eyes 
for jammers, Fed artillery interdietion fires. The 
threat may ke reduced by the prudent use of emission terrain 
Masking, use of lower power Settings, short messages ETC. 
Airborne directicn finders must fly parallel to the FERA at 
Slow speeds and therefore are vulnerable to ground of air 
atack. 

Expected Delay Tite. +. + The expected value or mean 
delay time a message experiences as a result of net 
congesticn, terminal congestion, enemy interdiction efforts, 
cr ncrmal transit tire. This is tne key parameter which the 
conmo value system and therefore the entire commo network 
asset vaiue is judged. 

facsimile: . . Message transmission device which is 


capable of actually passing true copies of hand written 


IES, maps, pictures , ETC. . 


Freuuency. . . wavelength to which radios are tuned to 
transmit and receive electronic messages. Airwaves 
"wavelength" vary in vulnerability with changes in 
BHenosrheric conditicns, jam-abiiity, naximum distance 


emissicns can be detected, EIC.. 

Jamming. . : An ECM capability which put noise on 
communications links and reduces those linxs reliability. 
Jammers are frequency, directicnal, and power output depen- 
dent and are highly vulnerable to interdiction because of 
their urnigue electronic signature. 

AIE OL Sight: s= á =- (LOS Attribute required because 
radio waves bend very little around blocking terrain or 
Bulidings. 

Bine. Ls 32۶620۶60۰۰٣9 aS an dar GOI a branch of a 
communicaticn network. They tie nodal switching pcints and 


D rostocetnaner. SEE; entity , attribute. Message. . . À 
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discrete block of information passed Erom the initiatcr to 
the receiver, it may have many attributes most important of 
mere are dts Urgency and classification. 

The load or subscriber demand is defined as the average 
number of calls cffered tines the average call duraticr . 

lode. ss A guUnetLOnN Point in a Communications network. 
Access tc and from the network may be gained at the node. 
Example: the Corps Area Signal nodes provides switching 
facilities for messages going through the node as weil as 
ur and output facilities tor terminal users. 

lensecure. «>. Message inroruation passed in the clear 
DIT eEncrypted mode. By 1986 it will be found only at Armor 
T 5rantry company and platoon nets. Manual encryrticn oz 
sensitive irformatior wiil still be possible at this level. 

enersche Horızon. > © ORAL Dute oi tyre radio 
that use the troposrhere, ionosphere, or satellites to 
Gerbect radio waves cver the radios' horizon. The OTH radios 
give the user a "skip echelon" capability to bypass damagei 
cr destroyed comao systems. OTH still requires a clear 
window along the directed azinuth of the system Lut 
vulnerability is reduced because OTH radios do 

Quaiity of service is characterized by the prokability 
that a call orfered during the typical busy hour will be 
ت۳۰۶‎ >8 o 

Radic. . . An electronic means of passing messages from 
one user tc another. Radios have either single channel or 
Multichannel capability depending upon what the user demand 
requires tc support his needs. The range of propagation 
varies dependent  upcn power output, ہ۶‎ ۶۲3 77,۰۰ resuenan, 
friendly interference and eneay interdiction. 

Beeares Traffic. . .» Electronic passage of infcrmation 
which  zroduces hard copy record of message. Example: 
Meeetyee Of facsimile. Record trazfic is capabie cf trans- 


missicn speeds faster than voice but slower than data. 
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Record traffic is generally better in a high ECM envircnment 
than voice because information is binary pulsed rather than 
voice modulated (frequency or amplitude modulation) 
requiring less transıit time, less exposure to possitle DEF. 

Rejecting a call means giving the subscriber a busy 
signal , even if tbe number heis calling is not busy. 
Alternatively , the call is rerouted via some other trunk , 
or it is held until a line becomes available and thus 
suffers a delay . In none of these three cases does the 
exchange handle tne call immediately , and regardless of its 
future fate the call is said to be blocked . It is actually 
the exchange that is blocked , unable to let the traffic 
flow through it; tke calls are lost to the exchange if 
rejected or rerouted , and keld if delayed , but beth lcst 
and held calls are often denoted by the common rameof 
Flocked calls . 

Emicch. - E Either circuit (telephone) or message 
(Record Traffic) Switches. Switches are responsible for 
Bemwting , rerouting, storing and £rowarding of messages. 
The switch routing logic determines oriertaticn or direction 
PEL rafric and flow capacity of the node. It limits the 
traffic directed down any on link based upon the link flow 
capacity. 

Terminal Equipment. . . Actual hardware employed by the 
user to access the ccmmo network. Example: telephone, visual 
display, optical cnaracter reader, facsinile, teletypewriter 
lC... 

Voice. š : Message traffic employing the voice 
freyuencies of 0-3000 hertz such as a single channel voice 


cptimized radio and tke common user telephone systen. 





B. |. ACRCNYMS 

DN rrrirary route availability 

AZ... alternate route availability 

AD...Air Defense 

AMAS. Air=tana interdiction Model 
Ao...Cperational Availability 

ASC. ..Area Signal Center 

Er22.Elue Force 

ئ٠‎ .۶106 Force Interdiction 

me. .conmanad, Contrel, Communications, and Intelligence 
Bee. ..Circuit Ccnnect Monte Carlo 
CoVS...Ccmmunications Generalized Value Systen 
eye. COLps Communications Module 

unm NT...Communicaticns c Succ 
auuZz...Cogmunications Zone 
COMSR...Communications Support Requirements Database 
D...mean delav time 

END, ..Echelcn Above Division 

ECM...Electronic Countermeasures 

Beer). ..Electrönic Coünter-countergeasures 
Ben. .Electro-macnetic Pulse 

ISBA... Fcrward Edge cî Battle Area 


meee. ..fcrward Line cf Troops 
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AMERO Hawk Cr Patriot Air Defense Unit 

Enuncs. Integrated Tactical Communications Systen 
MOSS. Line of Sight 

MADMAN...Multi Attribute Decision Making Algorithm 
NE. . Monte Carlo 

M/C...Multi-channel 

NE .Modes 

MN. . . Means 

MTBF...Mean Time between Failure 

fee... ican Time to Repair 
Donz=or...Ncoh-operaticnal 

0۶ 02101018 .ت5 

Cp...Cperational 

CRSA...Crerations Research and Systems Analysis 
R... Receiver 

Radio Direction Finding 

EEE. Radio Electronic Combat 

D. hed Force 

EN. .Red Force Interdiction 

Peau. ..hed Force Interdicticn Module 

BM. .. Beccnstitution Submodule 

Ee ..single Channel 


SOP...Standing Operating Order 





Elapsed Tine 

EACC. T Training And Doctrine Command 
T ne -Telephone fraffic Theory 

Ọ-. Urgency or precedence level 

UN... Unconventional Warfare 


MES OIrS...5tn U.S. Army Corps, ۳۷063٦ >3" 7۳۰۲۶ 010645 3 7٤( 
West Gerrany 

Table oF Orgarization aná Equioment 

Lambda (A) ... message arrival rate 


Mit) ...message service rate 


RHO (0) Meera iC intensity, utilization actor, QI 
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APPENDIX C 
ERIEFING ON MULTI-ATITRIBUTE DECISIOH MAKING 


MADHAN 


MADM can be used to evaluate the effectiveness and 
therefore the utility value that similar mission communica- 
tions systems contribute to tne overall communicaticns 
network . The follcwing procedure outlines the MADM input 
requirements that must be based upon communications and CZ 


experts orinions. 


TABLE XXIV 
Multi Attribute Decision Making Evaluation Example 
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Figure C.1 MADHAN 
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